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Abstract: This report proposes a conceptual framework for the monitoring and evaluation of a
cybersecurity awareness (CSA) program. In order to do so, it uses a nonsystematic or purposive
literature review. Initially, it reviewed nine existing frameworks/models on CSA mainly to derive the
skeleton (phases and sub-phases) of the framework. This is followed by a set of guidelines and practical
advice in each phase and sub-phases of the framework that would be useful for the enhancement of a
CSA program. The guidelines and advice on "what to do in each phase™ as well as "what to expect in
each phase" will be useful for CSA professionals, individuals, or organizations who intend to design a
CSA program. In addition to this, the report also presents the evaluation criteria of two CSA
mechanisms, which are posters and serious games.

This document is issued within the CyberSec4Europe project. This project has received
funding from the European Union's Horizon 2020 Programme under grant agreement no.
830929. This document and its content are the property of the CyberSec4Europe Consortium.
All rights relevant to this document are determined by the applicable laws. Access to this
document does not grant any right or license on the document or its contents. This document
or its contents are not to be used or treated in any manner inconsistent with the rights or
interests of the CyberSec4Europe Consortium and are not to be disclosed externally without
prior written consent from the CyberSec4Europe Partners. Each CyberSec4Europe Partner
may use this document in conformity with the CyberSec4Europe Consortium Grant
Agreement provisions and the Consortium Agreement.

The information in this document is provided as is, and no warranty is given or implied that
the information is fit for any particular purpose. The user thereof uses the information at its
sole risk and liability.
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Executive Summary

The main objective of Task 3.10 is to advance the state of the art by developing a novel
conceptual model for the monitoring and enhancement of cybersecurity awareness (CSA). In
order to achieve the objective, we have designed a conceptual framework for a CSA program.
Unlike the existing frameworks/models for CSA programs, this framework does not limit to
recommending “what to do in each phase” rather it also provides information on “what to
expect in each phase” of the program. This information is essential for monitoring and
evaluating a CSA program. Monitoring checks the output of the activity to determine if it has
been carried out as required. Similarly, evaluating checks the outcome of the program to
determine its overall effectiveness or success. Both can be possible only if it is known what to
expect from each activity and the program. Since a CSA program evaluation has already been
covered in another deliverable report D9.13 of CyberSec4Europe, this report focuses more on
monitoring. In addition to that, this report also presents the evaluation criteria of two CSA
mechanisms, which are posters and serious games.

Multiple methodologies have been used for the purposes. A nonsystematic literature review has
been utilized for the conceptual framework and to elicit the evaluation criteria and a survey for
the poster’s evaluation.

In the framework, a CSA program has been divided into three phases where each phase has
multiple sub-phases, and each sub-phase has multiple activities. The phase and sub-phase
provide an idea of what to do in a CSA program.

e The pre-implementation phase involves sub-phases like setting up an effective team;
establishing proper goals and objectives of the program; grouping the audience;
receiving support and participation of the leaders; selecting and prioritizing the most
relevant topics; and finally preparing the resources.

e The implementation phase involves conducting a pilot test (if it is the first time or
required by rule); message effective delivery; and documenting the lessons learned.

e The post-implementation phase involves evaluating the program for its effectiveness;
and adjusting, updating, and optimizing the program by considering the lessons learned
and also new changes in the situation for the subsequent or future iteration.

For monitoring, this information is not adequate. It requires an answer to “what to expect” from
each phase, sub-phase, and activity. This has been answered in the form of guidelines and
practical advice in the framework. The guidelines and advice are targeted to CSA professionals
and organizations who intend to design, develop, and implement CSA programs. A synopsis of
the main guidelines and practical advice are as follows:

e The team should be inclusive with clearly defined roles, responsibilities, and
accountabilities for each member. Moreover, it is advisable to have two full-time staff
members, but one full-time staff member is a must for CSA. The individual(s) should
be equipped with both technical and soft skills, and also be aware of the context.

e The goals should be clear and simple, and its objectives should be SMART (Specific,
Measurable, Attainable, Relevant, Time-bound).

e The audience should be grouped preferably based on their beliefs and cybersecurity
expertise.

e The program should receive appropriately high priority in terms of support and
participation from the leaders, and budget allocation.

e The selected topics should cover threats prevalent to the audience roles and
responsibilities, that include both common and new emerging threats.
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e The topics relevant to critical security roles and controls, specific to the organization
role and risk profile, relevant to critical projects, neglected by the audience, and with
resources readily available should get the high priority.

e The message intensiveness or complexities should be adjusted from general to in-depth
depending on the audience.

e The message framing should consider human psychological (cognitive, affective, and
different biases) and other factors (usability and user experience) that influence the
message reception and interpretation by the audience.

e The message delivery methods should be cost-effective; have a broad outreach; support
diversity and inclusiveness; be easy and simple to develop, operate, manage, and
update; include standardized assessment and feedback features; support information
richness; require minimal additional requirements; and interest and motivate the
audience.

e The message communication should consider the psychological and other influencing
factors that increase the audience’s participation and drive them to practice (or translate
into actions) the security knowledge they have learned from the program.

e The enforcement approach used to non-compliance should be a soft approach (mainly
using intrinsic incentives) unless a specific need arises for a tough approach.

e The program should be organized periodically, at least once every six months except
for responding to new events and situations.

e The lessons learned during the different phases of the program should be properly
captured, debriefed, and documented for the effective transfer and use of information.

e The evaluation should measure all four indicators (impact, sustainability, accessibility,
and monitoring) to determine the overall effectiveness of the program. Moreover, the
measurable parameters selected for each indicator should be economical to gather,
consistent to measure, expressible in cardinal number and unit, and contextually
specific.

e The program should be adjusted in accordance with the changes in the cybersecurity
scenarios. It should also take into consideration the lessons learned and weaknesses
identified from monitoring and evaluation.
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1 Introduction

Cybersecurity awareness (CSA) mainly encompasses cognition (acquiring knowledge and understanding of
cybersecurity) that leads to expected behavioral changes and security culture transformation brought
through positive changes in attitude towards cybersecurity. Its ultimate goal is influencing or motivating the
audience to adopt secure behavior and to discourage them from risky behaviors. This is most effectively
done by communicating the right security information put into the right amount and formats to the right
audience by using the right dissemination channels at the right time. The information provided is often
enough to draw individuals' attention to security risks, comprehend their potential consequences, and
respond appropriately. CSA activities are usually aimed at a large audience, who are primarily passive
recipients of the information [1].

1.1 Purpose

CSA has existed for a long time, probably as long as cybersecurity itself, with a considerable amount of
research studies on it. Ironically despite so much existing research works, the nature of CSA is still not well
understood [2] [3], and it continues to fail in yielding the expected outcomes [4] [5] [6]. The poor
performance of CSA is clearly evident from the cyberattacks caused due to human error, ignorance, and
negligence; alarmingly, a large portion of cyber incidents stem from some type of human error or behavior
[7]. Among other factors, the approaches used for CSA initiatives play a major role in their success or failure
[4] [5]- Many CSA programs are limited to simply the delivery of security information or compliance with
standards and procedures. Indeed information (or knowledge) dissemination is an important stage of CSA,
but it is not equivalent to knowledge absorption and bringing the learned things into practice. Similarly,
compliance with standards and procedures will definitely provide a level of security, however, this does not
necessarily equate to creating the desired security behaviors. Such a narrow, and sometimes incorrect,
understanding of CSA prevails maybe because CSA professionals disregard acknowledging awareness as a
unique discipline that involves several important aspects (or determinants) related to influencing security
behavior change. And more importantly, these necessary aspects require regular monitoring and evaluation
in order to improve them, and without a doubt, the overall effectiveness of CSA programs.

The approaches adopted to understand problems relating to CSA primarily deal with either the CSA
framework or its content [8]. In practice, content is also a component of the framework. There are several
studies that have proposed CSA frameworks (discussed in section 3); however, they mainly focus on
designing and developing a CSA program with little or no attention on monitoring and evaluating it.
Therefore, the main objective of this study is to propose a novel conceptual framework that intends to
overcome shortcomings of the past works, facilitate the comprehension and understanding of the crucial
aspects of CSA programs, and provide guidelines for their monitoring, evaluation, and eventually
enhancement. After all, this is also the objective (i.e., to develop a conceptual framework and monitoring
and enhancement methods) set forth by Task 3.10. The proposed framework supplements other existing
CSA frameworks.

1.2 Audience

The outcomes of this report will be useful to CSA professionals and organizations (both public and private)
that intend to implement CSA programs for the general population or their employees. The provided
framework, guidelines and practical advice, and evaluation criteria will help CSA professionals and teams
to improve understanding and knowledge for monitoring and evaluating CSA programs.
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1.3 Scope

The scope includes monitoring, evaluation, and enhancement of CSA programs implemented for general
populations and employees. The scope of the provided guidelines covers mainly the following activities of
a CSA program:

Set up an effective team

Establish appropriate goals and objectives

Select and prioritize the relevant awareness topics

Criteria for awareness resource preparation (content and its dissemination method)
Criteria for the delivery of awareness messages

Effectively capture and document the lessons learned

Evaluate the awareness program for its effectiveness

Adjust and optimize the awareness program for the subsequent iteration

1.4 Beyond the State of the Art and Main Contributions

The majority of existing conceptual frameworks for CSA (i.e., the current State of the Art), which we will
discuss in Section 3, have been designed mainly for organizational purposes, with noted exceptions from
NIST [9], ENISA [10], and Kortjan & Solms [11] which have also considered the general population’s
awareness. Furthermore, the frameworks by NIST and ENISA provide a more holistic and detailed view of
CSA compared to others. Nonetheless, all the frameworks have their own strengths and limitations
depending on the purposes for which they have been designed. They all predominantly focused on providing
instructions for "what to do" to design, develop, and implement a CSA program (i.e., inputs and activities);
however, they give very little, or no information on "what to expect" after the instructions are followed (i.e.,
outputs and outcomes). Without this knowledge of "what to expect"” after an activity is executed, it would
be almost impossible to monitor and finally evaluate a CSA program. It is this gap that we wish to address
in this study. To achieve this goal, we propose a new framework for a CSA program, which answers both
guestions on “what to do” and correspondingly “what to expect” after you have done it. To the best of our
knowledge, this is the first study of its type that focuses on monitoring a CSA program and is the main way
in which this deliverable goes beyond the current State of the Art.

Moreover, several past studies have overlapping and non-overlapping recommendations for a CSA program.
They have produced important findings but cover only very specific sections of a CSA program. More
importantly, their results are for isolated contexts and currently remain scattered across publications, which
need to be brought together and related or connected to produce a more comprehensive picture of a CSA
program. This study has attempted to bring together these findings and present them in more usable formats,
for example, as properties, factors, and criteria that would be comprehensible for the report’s target
audience.

In addition to the mentioned framework, the deliverable has produced some significant results that have
standalone value and could be taken and applied in different situations and CSA programs. Here are the
main such contributions:

e Unified conceptual framework
o The main contribution and the aim of the whole research was the conceptual framework
(Sections 4, 5, 6, and 7), unifying and connecting the structure and recommendations from
many previous studies. It includes the whole life cycle of a cybersecurity awareness
program, from the set-up of the program to the evaluation of its results and possible
adjustments to improve them.
e Guidelines for each phase/activity of a CSA program
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o At the end of each phase/activity of a CSA program (in all Sections 5, 6, and 7 sub-sub-
section - e.g., 5.1.1 Team Leader and Others), there is a condensed section on the most
important aspects to consider or do in each of the phases/activities.

e Monitoring and enhancement Guidelines (i.e., "what to expect™)

o Table 8, Table 10, and Table 12 (in Sections 5.5, 6.4, and 7.3 respectively) document what

to expect from correctly implementing each of the previously discussed phases/activities.
o Poster evaluation criteria

o As part of looking into evaluation criteria for two specific cybersecurity awareness
mechanisms, we have created a comprehensive list of criteria for measuring the quality of
posters (for raising CSA). The criteria are a concatenation of Table 6 (in Section 5.4.2) and
Table 14 (in Section 8.2.1).

Currently, the results of this research have not yet been published, but we do plan to publish them at a peer-
reviewed conference. To find the end list of related publications or any other potential changes and additions
to the research, visit our GitHub page (https://github.com/cs4ewp3/wp3/tree/main/3.10) where we plan to
communicate any further related developments in the research and publications.

1.5 Report Outline

The report consists of seven sections. Section 1 introduces the purpose, scope, and audience of the study.
Section 2 describes the research methodologies used for the study. Section 3 reviews some existing CSA
frameworks. Sections 4, 5, 6, and 7 propose the unified conceptual framework and present the final
guidelines and practical advice for monitoring and evaluation of CSA programs. Section 8 provides
evaluation criteria for two CSA mechanisms, which are posters and serious games. Section 9 concludes the
study and makes recommendations for CSA.

2 Research Methodology

This section briefly covers the methodologies used for developing the conceptual framework and poster’s
evaluation. Further, it provides the rationale for choosing a nonsystematic LR for the conceptual framework
development.

2.1 Conceptual Framework

A conceptual framework is an abstract and logical representation of interconnected concepts that together
provide a comprehensive understanding and functioning of a particular phenomenon [12]. It provides an
interpretative approach to social reality and is indeterminist in nature (i.e., it does not enable the prediction
of an outcome) [13]. However, it helps present possible courses of action or preferred approaches that can
be used to arrive at a hypothesis. It can be applied where a holistic view of the phenomenon is needed. It
does not simply provide the “hard facts” but, rather, “soft interpretation of intentions” [14]. A conceptual
framework requires the selection of concepts relevant to the hypothesis, and the identification of logical
relationships among those concepts to develop it. These concepts are derived from multidisciplinary bodies
of knowledge. These steps can be performed through a process of qualitative analysis [13], for example,
performing a comprehensive literature review (LR) to gather the relevant concepts and establish connections
or relationships among them and with the desired objective. This study utilizes a nonsystematic LR for
developing the conceptual framework. The main rationale for selecting a nonsystematic LR is the flexibility
it provides to explore and better understand CSA from diverse perspectives. Further rationale for choosing
this method has been provided in the succeeding section.
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2.2 Nonsystematic Literature Review

We utilized a nonsystematic LR to identify earlier constructs, models, theories, as well as results and
generalizations of earlier empirical studies relevant to the objective of this study. The same methodology
has been used to establish relationships among constructs and with the hypothesis. In contrast to a systematic
LR, a nonsystematic LR is not obligated to be explicit about the methods used. In terms of the SALSA
framework [15], which signifies the four key elements or basic steps of a systematic LR process: Search
(define search keywords and databases to be searched), Appraisal (pre-defined literature inclusion and
exclusion, and quality assessment criteria), Synthesis (extract, summarized, and categorized the data), and
Analysis (synthesize the literature and finally reach a conclusion), the LR used for this study did not follow
explicit methods, particularly for the first two steps. However, in order to ensure the quality of selected
literature, we used mostly peer-reviewed journal and conference papers, and the remaining are reports from
EU, national and private organizations with a reputation for security research. Some organizations whose
reports have been referred are ENISA, NIST, SANS Institute, HP, Microsoft, Kaspersky, Hoxhunt, PCI,
SEI, ISC2, Osterman Research, Universities, and government ministries.

Designing a CSA framework is a very wide domain and encompasses knowledge and understandings from
various disciplines, such as cybersecurity, teaching and learning, psychology, and human behavior, IT and
Internet, economics, and so on. A nonsystematic LR would be the best option to cover such a wide range of
domains. It will provide the flexibility and ability to cover a wider and more inclusive view of available
research on the needful domains [16]. The literature selected for the review includes both academic papers
(e.g., peer-reviewed journal, conference, and workshop papers) and industry reports (e.g., technical reports)
with an intention to integrate both theoretical as well as practical findings on the topic.

Initially, we summarized (the summary is chronologically presented in Annex A: CSA Frameworks) and
analyzed the existing nine CSA frameworks with an intent to determine the important phases, sub-phases,
and activities in a CSA program, which eventually act as the skeleton of our framework. Next, we reviewed
numerous relevant pieces of literature to comprehend “what to do” in each activity and correspondingly
“what to expect” at its end. The final results have been presented in the form of guidelines and practical
advice.

2.3 Online Survey

We also used an online survey about CSA posters in order to determine the degree to which each poster
satisfies the presumably ideal properties for awareness posters. These properties were elicited using the LR.
The evaluation includes 117 posters from organizations like ENISA [17], EUROPOL [18], Cyber Safe Work
[19], Global Knowledge [20], SANS Institute [21], and INFOSEC Institute [22] that are available for free.
We received valid submissions for 94 posters. Due to some unknown issues in Google Form, submissions
for some posters did not register in its spreadsheet.

In order to carry out the survey, a Google Form survey was created. Each poster was displayed with the set
of properties and the participants had to assess to what extent the poster satisfies the given properties in
terms of a five-point Likert scale (Strongly Disagree, Disagree, Neutral, Agree, Strongly Agree). All the
posters evaluated in this study were in English. The evaluation was performed only by the team members
from partner organizations contributing/participating in this task/deliverable, who had a consensus on the
interpretation of the properties. Even though localization is essential to improve the effectiveness of CSA
posters (and in general), this study did not evaluate it mainly because of these reasons: i) posters available
in multiple languages had no other changes except a translation of the awareness text (it was not a complete
localization), and ii) a very few posters were available in multiple languages.
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3 Review of the Existing CSA Frameworks

In the beginning, this section provides a brief summary of the nine identified and selected CSA frameworks.
This is followed by a comparison of all the other frameworks with the ENISA framework to derive the most
important phases and sub-phases in a CSA program that will be used for the new proposed framework. Next,
it defines and differentiates the monitoring and evaluation. Finally, it includes the state of the art in order to
answer why this study is relevant.

3.1 Summary of the Selected CSA Frameworks

A brief summary of all the selected CSA frameworks has been presented in chronological order in Table 1.
The key concepts of these frameworks in detail have been discussed in Annex A: CSA Frameworks. These
CSA frameworks focus on several factors and levels: individual, organizational, societal, and technological
factors. However, in this report each of the identified and selected frameworks has been discussed
considering only two characteristics:

i.  the scope (goals and domains), and
ii.  the main steps/phases of the framework

Table 1: Comparison of different CSA frameworks

Framework Domains Main Phases/Steps

Vroom & von | Information Organizational | e  Establishing the needs for information security awareness
Solms  (2002) | security awareness (Needs assessment)

[23] program e Using sources for the information security awareness

program (Standards to follow)

e  Responsibility of developing the information security
awareness program (Team setup)

e  Constructing information security awareness program
(Content preparation-intensiveness level)

Wilson & Hash | Security awareness | General, e Designing an awareness and training program (Needs

(2003) [9] & training program | Organizational assessment; Strategy and plan-standards, define scope/
team/goals/objectives, topics selection, and other planning;
Establishing priorities- implementation schedule; Setting
the bar - intensiveness; Funding)

e Developing awareness and training material (Developing
awareness materials- topics selection, sources of materials)

e Implementing the awareness and training program
(Communicate the plan- get support, Delivery methods)

e Implementing post phases (Monitoring compliance;
Evaluation and feedback management; Managing change;
Ongoing improvement- raising the bar)

ENISA (2010) | Information General, e Planning, assessing, and designing (Team setup;

[10] security awareness | Organizational Establishing goals and objectives; Identifying target group;
Evaluating potential solutions; Funding; Defining
communication; Defining indicators to measure success;
Establishing a baseline for evaluation...)

e Executing and managing (Confirming team; Reviewing
plan; Launching and implementing the program; Delivering
communication; Documenting lessons learned)
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Evaluating and adjusting (Conducting evaluation and
review; Implementing lessons learned; Adjusting the
program as appropriate; Relaunching the program)

Organizational

Kortjan & Solms | Cyber security General, e  Strategic layer (Strategic planning; Forming team)
(2014) [11] education and Organizational, | ¢  Tactical layer (Establishing partnerships with private and
awareness National public sectors, academia, and other nations; Selecting
potential communication tools)

e  Preparation layer (ldentifying topics; Preparing content;
Selecting suitable delivery media and tools)

e  Delivery layer (Identifying the target audience; Defining
stakeholder’s responsibilities)

e  Monitoring layer (Declaring benchmark for evaluation;
Defining success indicators; Generating periodic status
report)

e Arranging resources to execute activities in each layer,
(People; Information; Applications; Infrastructure; Funds)

Beyer et al. | Cyber security Organizational | ¢  Awareness profiling (company profiling; assessing the
(2015) [24] awareness existing awareness program, including gap analysis;
preparing awareness maturity level report)

e Awareness planning (establishing goals and objectives;
defining roles and responsibilities of the team members;
planning overall activities of awareness program; planning
improvements required for the existing awareness program)

e  Transforming plans into actions (creating, producing, and
implementing measures; getting support from the internal
core team)

e  Optimizing (comparing target state and actual state;
adjusting and optimizing the program)

Ki-Aries et al. | Information Organizational | e  Establishing needs and goals

(2016) [25] security awareness Developing personas of the target audience based on
empirical data collected through interviews and
observations

e Analyzing the personas against needs and goals to
recommend suitable awareness approaches

e Designing and developing awareness materials based on
communication media and available funds

e Implementing the program

e  Reviewing, evaluating, and optimizing the program

Ghazvini & | Information General, e  Selecting information security topics

Shukur  (2017) | security awareness | Healthcare o  Refining information security policy

[26] e Developing awareness training content for the selected
topics and security policies

e  Creating the target audience profile

e  Organizing the delivery process of the program

e  Defining the success factors

o Determining the organization training needs assessment

Wang et al. | Cyber security General, e Understanding the threat landscape and relevant risks.
(2018) [27] awareness National, e Assessing the security knowledge, skills, and risk

understanding level of the audience
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e  Preparing the awareness resources and implementing the

program
Bada & Nurse | Cybersecurity Small and e Engaging with Small and Medium-Sized Enterprises
(2019) [2] education and medium-sized (SMEs) (Engaging and communicating with the target
awareness enterprises audience; Providing simple and practice advice relevant to
(SMEs) the target audience- helping to understand the importance of

CSA)

e Improving security practices and culture (Performing needs
assessment; Planning to address the risks; Implementing,
testing, and refining CSA program; Reviewing the impacts
of CSA program)

e  Preparing program resources (Using vetted resources;
Focusing on general and specific topics)

e  Utilizing trusted third-party resources/services (Partnering
with a vetted list of third parties)

e  Communication strategy (Communicating with
stakeholders)

3.2 Comparison of the Selected CSA Frameworks

The ENISA framework has been used as the basis for comparison with other remaining CSA frameworks.
The ENISA framework focuses on European organizations and citizens’ needs and is relatively the most
holistic and detailed among all, thus making it suitable as a baseline for the comparison. Particularly, the
compared frameworks have been analyzed according to the three main processes and their respective sub-
processes:

i.  Plan, Assess, and Design,
ii.  Execute and Manage
iii.  Evaluate and Adjust

Table 2 illustrates the accordant sub-processes that each framework supports. This comparison is performed
necessarily to determine the important phases and sub-phases in a CSA program that will also act as the
skeleton of our proposed framework. While making this comparison, we encountered most frameworks do
not have the process and sub-process differentiated as explicitly as they are in the ENISA framework. In
that situation, we looked into the compared framework’s description to determine whether it includes
aspects that can correspond to the activities of the ENISA framework’s process and sub-process to realize
if they exist.
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Table 2: Comparison different CSA frameworks with the ENISA framework

A
Plan, Assess & Design

B

Execute & Manage

C
Evaluate & Adjust

ENISA [10] AR B RBEAERBERBRRR AR BEBRAE

Vroom & von Solms [23] VvV v VY v v v |V v | v

Wilson & Hash [9] v v v v v v v v v v v v v v v v v

Kortjan & Solms [11] v v v v v v v v v v v v v v v v

Beyer et al. [24] v v v v v v v v v v v v v v
Ki-Aries et al. [25] v v | v | v |V v v | v v v v | v
Ghazvini & Shukur [26] vV V||V |VY v v v | v v v | v v
Wang et al. [27] v | v | vV |V |V v v | v v | v v

Bada & Nurse [2] Vi lvi|v v |v v v | v v v v

A-010 Establish Initial Program Team

A-020 Take a Change Management
Approach

A-030 Define Goals and Objectives
A-040 Define Target Group

A-050 Identify Personnel and Material
Need for the Program

A-060 Evaluate Potential Solutions

A-070 Select Solutions and Procedure

A-080 Obtaining Appropriate Management
Support and Funding

A-090 Prepare Work Plan

A-100 Develop the Program and Checklists
of Tasks

A-110 Define Communications Concept

A-120 Define Indicators to Measure the
Success of the Program

A-130 Establish Baseline for Evaluation

A-140 Document Lessons Learned

B-010 Confirm the Program Team
B-020 Review Work Plan

B-030 Launch and Implement Program
B-040 Deliver Communications

B-050 Document Lessons Learned

C-010 Conduct Evaluations
C-020 Gather Data

C-030 Incorporate Communications
Feedback

C-040 Review Program Objectives
C-050 Implement Lessons Learned
C-060 Adjust Program as Appropriate
C-070 Re-Launch the Program
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Sub-processes common in all the compared frameworks and their corresponding sub-phase incorporated in
the proposed framework are given in Table 3. Since CSA is a continuous effort, we have also included
“Lessons Learned” and “Adjustment” in addition to the common sub-processes. These added sub-phases are
necessary to improve the CSA program for subsequent or future iterations.

Table 3: Common sub-process and their corresponding sub-phase in the proposed framework

Common Sub-Processes Corresponding Sub-Phase in Framework

Establish Goals and Objectives
Define Goals and Objectives : JECEV

Define target group

. . Resource Preparation
Identify Personnel and Material Need for the Program P

Evaluate Potential Solutions
Select Solutions and Procedure
Define Communications Concept

Message Deliver
Launch and Implement Program g y

Deliver Communications

Evaluation

e  Conduct Evaluations

3.3 Monitoring and Evaluation

Before delving into the actual framework and guidelines, it is important to understand the meaning of
monitoring and evaluation and their differences. Monitoring is a routine tracking of inputs/activities and
their respective outputs to determine how well a program is being implemented and is proceeding as
planned. This usually focuses on processes and begins when the program starts and continues throughout
the program’s operational period. Monitoring is necessary to know the ongoing interventions required to
direct the program to the expected outcome. In contrast, evaluation is conducted at specific moments and
permits an assessment of a program’s progress over a longer period of time. The evaluation focuses more
on the outcome and impact level [28]. The main difference between monitoring and evaluation is illustrated
in Figure 1 where monitoring routinely measures activities/inputs and their respective outputs, whereas an
evaluation focuses on measuring outcomes and impacts with respect to the goals and objectives set at the
beginning of the program. Finally, discrepancies detected by monitoring could accentuate the need for
evaluation.

Goals Objectives
4
e e o o o o s | o e e e o o o o e o e

Focus of
Monitoring

Impacts

Focus of
Evaluation

Figure 1: Difference between monitoring and evaluation [28]
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4 Unified Conceptual Framework

A clear framework is essential to guide monitoring, evaluation, and enhancement of a CSA program. It
should lay out the components of the initiative and the order or the steps required to accomplish the targeted
outcomes, explaining how the program is expected to work. A framework clarifies the program’s goals and
objectives, establishes the links between important (both internal and external) components, and articulates
how they should function and could affect the program’s success. The developed CSA framework obtained
after the review of frameworks listed in Table 1 and its consolidated information is shown in Figure 2. In
general, the CSA program can be divided into three phases:

o Pre-implementation phase: In this phase, all the preparations for the program are done (Section 5).
This preparation includes setting up the team (Section 5.1), establishing the program's needs, goals,
and objectives (Section 5.2), selecting relevant topics (Section 5.3), and finally preparing contents
and delivery methods for the program (Section 5.4).

o Implementation phase: In this phase, the program is executed or implemented (Section 6). This
involves reaching out to the audience and delivering the awareness content to them in a way that
can motivate them to learn cybersecurity (Section 6.2) and convert learning into action and behavior
(Section 6.3).

e Post-implementation phase: In this phase, the effects and impacts of the program are assessed and
measured (Section 7). This is necessary to realize the improvements required to achieve the
expected goals (Section 7.1), but also to keep the programs up-to-date and relevant to the audience
in future iterations (Section 7.2).

Each phase has multiple sub-phases that again comprise multiple activities. Sub-phases and activities
represented by hardline borders are mandatory, and those represented by dotted border lines are optional.
Optional sub-phases are done if needed or specified by the sponsors. For example, the Pilot Test can be of
value if it is the first iteration, but for any iteration after the first, it may not be necessary. Similarly, a one-
sided arrow indicates the flow of the program or activity that influences another activity. For example, if
the CSA program targets managers and decisions makers in the organization, the message framing should
be accordingly in the language understandable to them.

Attaining lasting changes in security attitudes and behavior requires CSA to be an ongoing program that has
to be organized frequently. This, in a way, leads to revisiting, reviewing, and updating the current CSA
programs for subsequent or future iterations. This essence of CSA is represented by the cyclic order of
phases similar to other existing frameworks.

The motive of this derived framework is not to explain what each phase and sub-phases is meant for or what
to do in each of it, which tentatively all the reviewed frameworks have already done to an extent. This
framework intends to provide and explain the aspects that have been left unanswered by the frameworks
developed in the past. It provides the guidelines that can be utilized to monitor different phases and sub-
phases of a CSA program, and finally, evaluate its overall success. Since we already have worked on CSA
program evaluation in another deliverable D9.13 [29] of CyberSec4Europe, this report primarily focuses on
and contributes to CSA program monitoring.
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----------------- Optional
[ Team Leader ] Others !
—
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Objectives and their Grouping Support and Participation || Regulatory i} Standard | Topic Identification Topic Prioritization
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[ Content Intensiveness ][>[ Message Framing ]():I[ Delivery Method Selection ]
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Implementation Phase (Section 6)
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Post-Implementation Phase (Section 7)
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Figure 2: Consolidated CSA framework
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5 Pre-Implementation Phase

5.1 Team Setup

The team is responsible for the development, delivery, and maintenance of CSA resources. Its efficient
functioning and coordination are crucial for the success of a CSA program [30].

5.1.1 Team Leader and Others

The SANS Institute’s study [31] found out that for most cybersecurity professionals in organizations, a
responsibility to raise awareness is an addition to their other job responsibilities; over 75% of the
professionals spend less than half their time on CSA. This is especially important because results from the
same study established a correlation between full-time cybersecurity professionals an organization has and
its ability to achieve CSA maturity (refer to [32] for CSA maturity levels). The study further revealed that
an organization with at least two full-time cybersecurity professionals is more successful in changing its
employee’s security behaviors and the overall security culture of the organization. Therefore, preferably it
is advised to have at least two full-time CSA professionals in an organization. For organizations, such as
small and micro enterprises with resource constraints [33], at the very least an individual should be assigned
for the development and implementation of a CSA program [34].

Moreover, the same study also ascertained that a majority of CSA professionals (around 80%) come from
technical backgrounds [31]. Definitely, a technical background is an advantage, but these professionals often
lack the non-technical skills (also referred to as soft skills) necessary to communicate the CSA contents and
engage the audiences in a way that motivates them to learn and practice cybersecurity [31] [35]. Due to the
missing skills, CSA professionals fail to align what they intend to communicate with what their audiences
want to comprehend and apply. Therefore, it has been recommended to have someone with predominately
soft skills as a CSA professional [31]. Winkler & Manke [36] have suggested some soft skills specifically
required in CSA professionals. Similarly, a more comprehensive list of soft skills essential for successful
cybersecurity advocates has been elicited by Haney and Lutters [35], which can be equally valid for CSA
professionals. A consolidated list of soft skills obtained from these two studies and the ways they can be
leveraged for CSA purposes is presented in Table 4.

Table 4: Soft skills for cybersecurity advocates [35] [36]

Soft Skill Description
Communication The individual should have the ability to frame communications for diverse audiences and communicate
skills in terms the audiences best understand. These require him/her to have skills to:

e use a variety of communication approaches, such as videos, presentations, blogs, training
classes, etc., and

e motivate and engage diversified audience types, for example, use imagery or metaphors to
explain technical concepts to non-technical audiences.

Familiar with The individual should have knowledge and understanding of different concepts of learning, and also
learning concepts know how to effectively employ them for CSA purposes.

Knowledge of The individual should be familiar with various tools and techniques designed for awareness purposes.
awareness tools and

techniques

Personal attributes The individual should exhibit humility (see, listen, and accept others), a positive attitude, and optimism
towards solving security problems.

12
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Career and The individual should have critical thinking, adaptability, and innovativeness. These require him/her to
collaborative have:
attributes

e anability to be flexible in the face of changing circumstances and new information, and
e realize the importance of cultivating partnerships and building consensus.

People skills The individual should possess an understanding of human behaviors, biases, limitations, and the ability
to build relationships (rapport and gain trust). Further, the individual should have empathy (have a
conversation and think from the perspective of the person an individual is working with) and know the
best ways to reinforce the desired behavior to the audience.

In addition to technical and soft skills, the individual should be context-aware, i.e., understand each group
has different sets of values, challenges, and strengths [35]. The CSA professional should know the audience,
including their level of awareness of the security issue, their needs, and the issues they are concerned about,
as well as where they get the information and what information they prefer to receive [10]. This requires the
CSA professional to:

e have an awareness of the environment, including the technology, people, and social and cultural
structure,

e understand and communicate the ‘why " behind security recommendations and how security can be
beneficial,

o |ook at the bigger context and provide accurate and sensible technical guidance, and

e recognize and understand the barriers (that may come from economic, social, political, or structural
issues) others face when trying to make decisions about implementing security practices, and at the
same time also try to devise ways to overcome these barriers.

The other team members should be staffed with personnel from different expertise areas or departments of
the organization [10] [37] if possible, for example, IT, human and resources, finance, legal, marketing, risk
management, and privacy and physical security, etc. In an organization, this partnering with other
departments can help in three ways:

e avoiding resistance or obtaining support from these departments for CSA in making it mandatory
[10],

o helping to understand the audience (e.g., their specific concerned security issues and dissemination
channels effective for them) in the department, and

e possibly getting additional resources, such as funding and distributions [38].

Many small organizations may not have distinct departments, in that case, they should engage the unit or
team manager with authority and who understands the overall operations as well as possess both persuasion
and necessary technological skills.

EXTRACTED GUIDELINES

e Team size and membership are dependent on the needs; however, the team should have a dedicated
full-time CSA professional (preferably as a team leader) [31] who is equipped with both technical
and soft skills and is context-aware [35].

e Other team members should be people from groups applicable to cybersecurity and other different
expertise areas (departments of the organization) [10] [30] [37]. Such a team will have the ability
to understand the needs and problems from multiple perspectives.
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e The roles, responsibilities, and accountabilities of each team member, including the team leader
should be clearly defined in a way that aligns with the goals and objectives of the program [9] [10]
[30].

5.2 Establish Goals and Objectives

A goal is a strategic outcome that a program intends to achieve at a high level, whereas an objective specifies
measurable steps/actions/results that are needed to attain the goal [39]. The goal and objective serve to
uphold the reason for creating the program, i.e., what the program wants to achieve, and can be exclusive
to a target group. The needs (or baseline) for a CSA program can be identified by conducting a needs
assessment [9] [30]. Moreover, threat landscape reports, regulatory bodies (when required to comply with
national or regional regulations, e.g., awareness on GDPR compliance), standardization bodies (when
required to obtain standards certification, e.g., ISO 27001 compliance), and groups working in cybersecurity
can also help in establishing goals and objectives [23] and also provide reference materials that may help in
the development of a CSA program [37].

5.2.1 Criteria for Goals and Objectives

In general, a goal to be accomplished should be clear and simple. However, properties like clarity and
simplicity are dependent on individual interpretation. A relatively concrete guide in the setting of objectives
is the SMART criteria [40]. These criteria could also be applicable for establishing the objectives of a CSA
program. The SMART acronym stands for:

o Specific: definite security threat or issue, policy, regulation, and others of which the program
expects to raise awareness.

e Measurable: quantifiable indicators (how much/many) to measure the progress of goal/objective.

e Attainable: realistic and achievable goal/objective based on constraints like budget, time, resources,
scope, and others.

o Relevant: goal/objective applies to the problem the target group or organization faces and has a
positive ROI.

e Time-bound: definite starting and ending points to reach the goal/objective.

The measurable objective is crucial to continually monitor and analyze the success of a CSA program.
Against this objective and baseline, the effectiveness of the program is monitored and evaluated, and
accordingly, the program is updated and optimized for subsequent iterations.

Examples of goals and their respective objectives are shown in Figure 3.

Goal: Achieve compliance with the required EU Goal: Identify and manage human risks to an
regulations and directives acceptable level
* Objectives: * Objectives:
» Achieve GDPR compliance * Reduce accidental data loss incidents by 70%
« Achieve ePrivacy Regulation compliance * Reduce costs related to human-related incidents by 50%
« Achieve NIS Directive compliance « Improve incident reporting to 100%

Figure 3: Examples of goals and their respective objectives
EXTRACTED GUIDELINES

e The goals and objectives should support the reason for creating the CSA program (or the security
behavior ought to be reinforced).
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e The goals should be clear and simple. The SMART criteria should be used for establishing the
objectives of a CSA program [40].

5.2.2 Understanding Audience and their Grouping

In order to design, develop, and implement a CSA program effectively, it is necessary to know the audience
that the program intends to reach and their behaviors. Based on the knowledge-behavior spectrum, the
audience’s behavior can be broadly classified into the rebel, the discerning, the oblivious, and the obedient
[41]. It is the rebels who are the most challenging to change through a CSA program. Similarly, Stanton et
al. [42] have developed the taxonomy of end-user security behaviors based on intentions and expertise.
Their taxonomy categorizes the security-related behaviors into detrimental misuse, intentional destruction,
naive mistakes, dangerous tinkering, basic hygiene, and aware assurance. Among these categories, the
earliest two behaviors (which are deliberate malicious acts) are presumably impractical to target using CSA.
However, the middle two behaviors (i.e., naive mistakes, dangerous tinkering) that CSA should target and
shift them towards the latter two behaviors respectively. Knowledge and understanding of these different
behaviors that people enact can be beneficial for CSA professionals and teams, who intend to influence or
motivate their target group to change security behavior.

Furthermore, audience feedback can highly contribute to the design, development, assessment, and update
of a CSA program. Their socio-demographic factors (e.g., age, gender, education level, the field of study,
occupation, job hierarchy, frequency of ICT usage, prior cyber-attack experience, and job experience) [43],
cultural values (e.g., Hofstede's cultural dimensions theory) [44], and personality traits (e.g., Big five
personality traits) [45] can be useful information in shaping the CSA program so that it best fits their needs
and requirements. One must also realize that the impacts of some of these factors may overcome others [41].

It has been found that the below 30 years age group is relatively more risk-taking in nature than other age
groups [46] [43]. This age group, irrespective of their academic qualification and organizational position,
was found to be less inclined towards compliance with security practices [41]. Similarly, females are more
vulnerable to cyberattacks than their male counterparts [46] [43], which may be because they are less
technology savvy [46] or have different personality traits (essentially a form of neuroticism) [47] [48],
however, they are found to be more conforming to security practices [41] [49]. Moreover, factors like
individuals with higher education level, prior exposure to cyberattacks, high frequency of ICT usage [43]
[50], study and occupation from IT-related disciplines [49], and more years of job experience [51] are found
to be more well behaved from security perspectives. Next, individuals from a certain national culture show
more compliance to security behavior than those from other cultures [49] [44]. Among the five of Hofstede's
cultural dimensions, power distance (significantly negative), individualism vs. collectivism (significantly
positive except for technical measures), and long vs. short-term orientation (failed to pass the significant
test) are found to have a correlation with the cybersecurity development index [52]. This implies that
countries with smaller power distance and high individualism tend to have a high level of cybersecurity
development index. In the same way, uncertainty avoidance, power distance, individualism vs. collectivism,
and masculinity vs. femininity are found to have a stronger effect on intention towards smartphone security
behavior [44]. Finally, the answer to employees’ security behavior can partly lie in their personality traits.
Among the five psychological traits (big five personality traits [53]), it has been found that an individual
who scores high in neuroticism and openness is more likely to respond to prize scams and is less strict about
privacy settings respectively [48]. Although there does not exist a direct relation between personality traits
and information disclosure, an individual scoring high in openness is found to spend more time online, and
online time is found to be significantly correlated with information disclosure to unknown persons and
friends in online communities [54]. Such revealing nature can make the individual more susceptible to
spear phishing and hacking, for instance, the revealed information can be used to design and send a
customized spear-phishing message or to guess password and security questions. Identically, neuroticism is
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found to be negatively correlated with secure cyber behaviors whereas individuals high in conscientiousness
are less likely to engage in insecure cyber behaviors [55]. Apart from that, the type of devices that employees
use for their work purposes, such as BYOD or smartphones, also impact their security behaviors [44]. For
example, smartphone users are found to be poor at security behaviors irrespective of their background [44].
The bottom line is “one size fits all” tendency in CSA does not work, and thus, different audience groups,
even if they pose the same security risks, may require to be treated differently.

Although the audience can be categorized or grouped based on different factors (e.g., behavior, profession,
culture, age group, education level, etc.), for CSA purposes using pre-existing beliefs and cybersecurity
expertise makes the best criteria [56]. In the case where it is not possible to use the two recommended
criteria, other relevant factors can be used to categorize the audience group.

EXTRACTED GUIDELINES

e The audience categorization or grouping should be done based on their pre-existing beliefs and
cybersecurity expertise [56]. Another relevant factor for the audience grouping is security behavior.
However, determining these factors required an assessment of the audience beforehand.

e Inan organization, the grouping should be role-based (i.e., employees’ roles and responsibilities in
the organization) [37].

e In the situation where these factors are difficult or infeasible to obtain, other discerning factors like
profession, education level, culture, and age group should be utilized to categorize or group the
audience.

5.2.3 Sponsor /Leadership Support and Participation

The sponsor’s or leadership’s support for a CSA program directly affects the priority level it will receive.
In an organization, full support of the leadership is found to be vital for CSA success [23] [34] [40] [57];
the programs that have garnered the support of top management are more successful [38]. This could be
because of various reasons. Firstly, the leadership or sponsor holds the authority over the budget, and
without his/her support, any cybersecurity program including its awareness will suffer a fund and other
resource deficit. Secondly, the leadership is often authorized to access sensitive information and cyber assets
so should participate in a CSA program and be aware of the cyber risks s/he may encounter or is susceptible
to. Thirdly, the leadership displaying a commitment towards the program will send a positive message to
employees [58] and presumably motivate them to participate in the program and practice the knowledge
learned. Finally, the leadership’s support will help to gain support from all other departments in the
organization for the program [59].

There are different constructs in practice to frame cybersecurity information so as to motivate finance
decision-makers and change their mental model towards cybersecurity. These constructs chiefly explain,
for example, risk of breach, the potential loss from a breach, benefit of cybersecurity, cost of mitigation,
performance comparison with similar firms, etc. [60] [61].

The leadership should contribute to and participate in a CSA program in the following ways:

o  Cybersecurity should be on the agenda of the organization’s leadership since s/he holds the authority
of the budget, and without his/her support, any CSA program will suffer a budget deficit.

e Using the top-down approach [62] in CSA and engaging the leadership in practicing good security
behaviors will set positive examples and possibly motivate other employees to adopt the same good
security behaviors as well.

e The leadership holds the authority to access sensitive information and cyber assets, so s/he should
be aware of the cybersecurity risks they may encounter or are susceptible to.
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While specifying the fund for CSA, it can be expressed in terms of, for example, percent of overall learning
and development budget, percent of overall IT security budget, allocation per target individual, or an explicit
amount for each component required for the overall implementation [9]. In this, the value of percent depends
on the CSA maturity level of the organization. Organizations with CSA programs in place, i.e., most of the
resources are available, may require allocating less percent of funds for CSA than those in their first CSA
program. To be specific, it has been suggested to spend 40% of the first-year IT security budget on CSA
[34].

EXTRACTED GUIDELINES

o The CSA program should receive appropriately high priority. This is indicated by, for example,
o allocation of adequate budget for CSA programs,
o participation of leadership in CSA programs relevant to his/her roles and responsibilities,
and
o practice of security behaviors by the leadership.
e The funds for CSA should be asked in terms of one of the following:
o percent of overall learning and development budget,
o percent of overall IT security budget,
o budget allocation per target individual,
o an explicit amount for each component required for the overall program implementation.

5.3 Topic Selection

Various techniques like survey, interaction, and others are utilized to elicit relevant CSA topics. In the case
of a small enterprise, relying on a small sample of qualitative or even informal chat with employees (that
include management and specialized roles) at the organizational level [10] can be sufficient and economical.
However, for other organization types, a variety of sources can be used for a needs assessment that includes
but is not limited to interviewing different key groups, reviewing the current CSA initiatives, analyzing
cyber incidents to the organization or trends in the industry, reviewing technical or infrastructure changes
made in the organization, and so forth [9]. An equally viable technique is to utilize materials like
cybersecurity landscape published by various organizations, for example, ENISA [63] and others to get an
overview of cyber threats, together with current and emerging trends. These topics should be of interest and
use to the target audience.

5.3.1 Topic Identification

It is essential to analyze the needs and demands of the audience and identify CSA topics prevalent and
relevant to them. When doing so, ideally it is recommended to consider the goals of the organization
(specifically what the organization does and the critical assets it possesses) but one must consider the
following [23]:

e Include common threats: Every audience group’s risk profile and threat landscape differ, however,
there are common threats that most of the audiences have to deal with, for example, social
engineering, ransomware, and malware attacks.

o Include threats relevant and prevalent to the target group or organization or industry: CSA topics
should be inclusive of all relevant and prevalent threats to the target group, organization, or industry
based on their job definitions, business goals, and risk profiles.

e React to new events and situations: Reactive measures should be launched in response to events
and situations [10], for example, new laws and regulations; new or updated security policies,
procedures, standards, or guidelines; implementation of new technology; new employees,
contractors or outsourced personnel; new management; more automation; launch of new product
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and services; acquisition, mergers, and divestitures; recent security breaches, threats, and incidents;
new risks; certification, etc.

Proact to potential future threats: Security is an ever-evolving field, with new threats and
techniques, countermeasures, and philosophies born each day. The awareness should consider the
dynamically changing risk environment within which most organizations are expected to survive
and thrive.

EXTRACTED GUIDELINES

Topics should be relevant to and align with the roles and responsibilities of the audience (or the
goals and objectives of their organization). Moreover, they should be inclusive to cover everyone
in the audience group [64].
Topics should cover:

o common threats,

o threats relevant and prevalent to the audience group or organization or industry,

o reaction to new events and situations, and

o proactiveness to potential future threats [10].

5.3.2 Topic Prioritization

Every CSA topic may not be feasible to cover, so categorizing the cyber threats and prioritizing those that
are highly damaging, and imminent can be a good compromise. And for this purpose, the probability/impact
matrix can be used [65]. The matrix will help to identify the threats with high-risk levels (i.e., severe impact
and more likely to occur).

More explicitly, the following key factors can be helpful during the prioritization of CSA topics:

Specific roles and security controls: CSA topics relevant to the employees who get access to and
interact with sensitive cyber assets should get preference over those who do not. This will reduce
the number of attendees, minimize the general overhead in terms of course materials and time away
from workplace productivity, and more importantly, add a long-term value for attendees [66].
Organizational role and risk: Broad-based CSA topics that address the enterprise-wide mandate
can receive high priority.

Critical project dependencies: CSA topics related to critical projects can receive high priority.
State of current compliance [9]: If there is any known or existing major gap in compliance or
awareness, this can receive high priority.

Availability of resources [9]: If the required resources (e.g., course materials and instructors) for an
awareness topic are readily available, this can be scheduled early; otherwise, it has to wait until
requirements are ready.

EXTRACTED GUIDELINES

It is important to prioritize the topics. The following topics should receive high priority:
o that specific to critical security roles and controls,

that relative to critical projects,

that align with the organizational role and risk,

that is important but neglected by the target audience (i.e., low adherence), and

O
O
O
o that has resources readily available.
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5.4 Resource Preparation

It is not always necessary to design and develop every resource for a CSA program. There is a variety of
awareness and related materials available on the Internet that can be incorporated into a CSA program [9]
[10]—some freely available CSA materials have been listed in report D9.11 of CyberSec4Europe [67]. Such
materials are produced and distributed by various European agencies & organizations, academic and
research institutions, European federations, National organizations for cybersecurity, and European and
national funded projects. The materials can address a specific issue, or in some cases, can describe how to
begin to develop an entire awareness program, session, or campaign. They can be on general cybersecurity
issues or issues specific to a business sector. Access to such materials can be free of charge, on a fee basis,
or only for members. However, before using such materials, they must be reviewed to know if they suit the
needs of the program or require any tailoring. Whether the awareness materials are self-designed and
developed or obtained from third-party sources, it is advisable that they satisfy the guidelines in sections
5.4.1,5.4.2,and 5.4.3.

In general, CSA materials must align with the goals and needs of the target audience and organization [9].
Moreover, their development should be affordable, fit the target organization’s culture and infrastructure,
and not require effort-taxing activities that can slow down the users’ tasks. Specific properties wise, the
awareness materials should be accessible, suitable for the user’s circumstance and situations or conditions,
communication strategies and techniques that suit the preference of the users, interactive and innovative to
engage the audiences, and be inclusive so that no subset of the audience feels left out. Some ways to achieve
them are to comprehend and incorporate factors like audience’s roles, prior knowledge, and experiences,
learning styles, and security perceptions or misconceptions [68] while developing or tailoring the materials.
Moreover, integrating threshold concepts (i.e., provide the audience with an ability to integrate different
aspects of cybersecurity into the analysis of a problem) [69], for example, through analysis of real-life
problems (problem-based learning) or scenarios (case-based learning) can help in framing the messages in
the way that would potentially yield a better result [70]. Apart from that, they should include features for
tracking capabilities (e.g., self-assessment and feedback that can help verify whether people are actually
learning by using them and allow interested people to participate and contribute to the future improvement
of the awareness materials) and asking questions (where the audience can ask questions to address concerns
at the earliest possible time).

5.4.1 Content Intensiveness and Complexities

Each audience group should be delivered the right depth or intensiveness of CSA appropriate to their
personal or professional life. Doing so will interest them in the CSA program and increase their participation
and the chance of incorporating the learned things into practice [9]. Broadly, the intensiveness of CSA
activities can be general, intermediate, and in-depth depending on the increasing level of risks the target
audience is expected to encounter [9] [64].

o Advanced or in-depth level: Suitable for specialized roles and some management whose jobs
incorporate the highest level of trust and accompany a high level of IT security responsibility.

¢ Intermediate level: Suitable for management, decision-makers, and some specialized roles, who are
more experienced and assigned with more responsibility in a discipline.

e Beginner level: Suitable for general population/employees not working in IT security and beginners
of IT security.

The different intensiveness of a CSA program influences the design of its content. For example, in an
organization, the higher authority employees such as decision-makers and those with specialized roles have
complete access to sensitive information and other digital assets, so the level of cybersecurity risk they
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possess is higher than other personnel. In case of compromise, they can cause the most severe harm to the
organization. Moreover, their needs and expectations from CSA differ from other employees, as shown in
Figure 4 [64]. Besides, there are some cybersecurity activities common to a particular department in the
organization (e.g., people in the accounting department can be exposed to different threats than those in the
HR department) or some cyber threats that are common to all employees (e.g., social engineering), about
which they all need to remain fully aware. The content intensiveness and complexities should be mainly
based on these two criteria: i) the target audience category (e.g., position within the organization), and ii)
knowledge of security skills required for the target audience group [9].

Specialized Roles Management

Recognize their accountabilities Encourage security awareness in staff
Recommend secure practices Re-enforce security messages to staff
Handle processes securely Address security-related issues with staff
Recognize security obligations Set security expectations
All Personnel

Recognize threats
Recognize security as beneficial
Report potential security issues

Make security a habit

Figure 4: CSA roles for organizations [64]
EXTRACTED GUIDELINES

e The content intensiveness and complexities should be based on these two main factors:
o the target audience group, and
o the knowledge of security skills required for the target audience [9].
e The content intensiveness should be adjusted from general to in-depth depending on the audience

type [9] [64].
5.4.2 Message Framing

The content presentation continues to be a critical concern especially because it has significant impacts on
how the information will be processed in the memory and affect the decision-making performance of the
audience [71] [72]. Moreover, message framing affects the amount of persuasion it elicits [73]. Effective
content is not just about what has been expressed but more importantly how it will be received, interpreted,
and absorbed by the users. The same message can be framed and communicated in different ways without
changing its facts, resulting in varying effects on people. Furthermore, a complex issue can be
communicated in a simple and convincing manner if it is framed effectively, and on the contrary, a simple
problem can become confusing and difficult to understand if it is poorly framed.

Although there does not exist consensus upon what properties can make CSA contents more effective and
usable, some studies have attempted to draw out relevant properties for awareness message framing [3] [4]
[5] [10] [56] [68] [58] [74] [75] [76] [77]. Along with those properties, they also have pointed out some
psychological factors that can guide in achieving the properties for message framing.

EXTRACTED GUIDELINES

A consolidated list of psychological factors and how they should be leveraged for awareness message
framing has been listed and comprehensively explained in Table 5.
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Table 5: Psychological factors for message framing

Rationale

Utilization Mechanisms

Loss aversion

People are more likely to be
concerned by information on the
losses of inaction than the gains
obtained from the action.

The message should emphasize the losses or damages incurred to
individuals and organizations due to inaction or bad action rather than
gains obtained by acting. Moreover, the losses should be:

e immediate,

o related to the personal or professional (to the organization)
life of the audience, and

e make sense (or significance) to the audience.

Incentive effects

People are less incentivized by
rewards a long time in the future.
People think of the future in a
more abstract way.

The message should explain “why is it important to know about the
threats” for future events (e.g., common and future threats), and “how
to protect from the threats’” for imminent events (e.g., react to new
events and situations).

Emotion effects

Emotion has a wide range of
effects on people’s judgments
and decisions.

The effectiveness of a CSA initiative can be significantly improved by
altering the emotional appeal of the message. For example,

e  The message should not focus on fear, uncertainty, and doubt
(FUD). It should evoke positive emotion (e.g., prestige,
hope) that also improves learnability and memorability.

e  Only, if necessary, the message should evoke negative
emotions at a controlled level. For example,

o Fear-centric message should be used to generate
information-seeking behavior.
o Anger-centric message should be used for prompt

things that seem novel and
relevant to them.

action.
Memorability Memorable (comprehension and | The information memorability can be improved by incorporating these
retention) message has provento | techniques, for example,
lead to behavior change.
g e The message should use different cues to represent the
information (use information-rich media) [78] [79].

e The message should avoid memory overload and use a
cognitive-friendly presentation (provide only essential
information that needs to be known).

e  The message should be unique.

Salience People’s attention is drawn to | The message salience can be improved by using these techniques, for

example,

e The message should highlight the important information to
make it noticeable.

e  The message should not exaggerate the cybersecurity issues.
Exaggerating the problem could be unproductive and lead to
evidence being overlooked. Rather the message should put
the need for cybersecurity in a realistic perspective.

e  The message should be delivered in creative ways to make it
noticeable, for example, by using central and consistent
themes and/or slogans.

e  The message should be tailored to fit the knowledge or
technical aptitude of the audience group.

e  Use the information and images that people can understand
and relate to their lives and experiences.
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e Keep communication simple (plain and clear language,
cognitive friendly presentation), personalize (how knowing
the information is beneficial in personal or professional life),
and accessible.

e  Connect security to values other than security alone.

Bandwagon effect | People tend to adopt certain | The message should use different techniques to inform the audience
or norms attitudes and behaviors if shown | what others do, for example,

others also do them. . .
e The message should promote good security behaviors as

social etiquette and normal behaviors. If applicable, it should
use statistics to show that others also practice security
behaviors.

e  The message should inform the audience about colleagues,
executives, or leaders whom others emulate, who practice
good security behaviors by commending them publicly.

e  The message should use a statistical presentation to visualize
data (e.g., visualize data, frequency presentation) and
improve clarity. But the visualization should show the
absolute value and contextualize the statistical information (a
number without context is meaningless).

Confirmation bias | People are biased towards the | The same message may not work for different contexts and situations.
status quo (interpret information | Such contexts and situations should be recognized and provided with
in a way that supports one’s | alternative messages that can disprove the audience’s prior beliefs and
prior beliefs or values), and hard | values, or clarify misconceptions (e.g., utilize compromise effect).

to change from this.

The list of general properties for awareness message framing and how they should be utilized for message
framing is presented in Table 6.

Table 6: General properties for message framing

Property = Sub-Properties Description & Utilization Mechanisms

Topic Specific topic The awareness message should focus on one specific cybersecurity issue relevant to
the audience at a time [80]. Focusing on a variety of issues at the same time can be
complex, confusing, and more importantly, cognitively overloading for the audience.
Some topics may require discussion on multiple issues, for example, phishing includes
email phishing, website forgery, smishing, vishing, spear phishing, whaling, clone
phishing, and social engineering. Such a topic should be broken down into smaller,
more manageable, and cognitively friendly sub-topics, and each sub-topic is discussed
or organized separately. For example,

e  password security should not be mixed with phishing, and

e email phishing, smishing, vishing, website forgery, etc., should be organized
and discussed separately.

Overall Credible and Accuracy and consistency in information help to build trust [81] and trust fosters
information consistent compliance [82]. The awareness message should be correct (i.e., as advised by a
information cybersecurity expert) and consistent in language, design, and more importantly in the

information (i.e., facts). No message in the awareness material should conflict with
other messages in it.
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Up to date Cybersecurity is dynamic in nature. The awareness message should continually manage
information to include current changes in cyber risk profiles [4]. It should cover new security threats

and technologies and also changes in policies and procedures relevant to the audience’s
job functions.

Complete The awareness message should deliver the complete information that the audience
information needs to be informed and, if applicable, act.

The Entman’s [75] message-framing process, if adapted for a CSA purpose, then a
message should state:

o the threat applicable to the audience,

e how to identify the threat,

e why itis relevant to the audience, and

e  preferably what they should do and sometimes not do to stay protected.

In addition, it should also provide how the lessons learned can be applied in the right
way if applicable. For example,” use a strong password” is an important suggestion
but a more preferable way would be to also provide tips on creating a strong password.
The audience should not be left wondering how to apply a suggestion. This will also
prevent from making undoable or uncompilable suggestions to the audience.

When it is difficult to accommodate all the information (e.g., in an awareness poster),
in that case, a reference from where to get it should be provided. Suggesting this
reference can motivate interested audiences to further explore it.

Herold [83] has used WH question words to suggest the things that a CSA
communication should include (also recommended by the ENISA framework) in a
more comprehensive manner, which are:

e  WHAT is expected from the audience after participation (for example,
compliance to certain standards and procedures, or changes in knowledge,
attitude, and behavior)

e WHY the target audience should participate (for example, how the cyber
issues are relevant to the audience and their organization, what damages the
issues could cause)

e WHEN to perform the requested actions (for example, risks and threats
identification and mitigations)

e  HOW the actions relate to the audience personal and professional life (for
example, the benefits from acting as advised)

e  WHO sponsors the program (for example, government, organization)

e WHO to contact for further information (for example, details of contact
person or link with information)

Message Positive framing of | The awareness message should focus on good security habits (i.e., informing what to
message do) rather than explaining bad security habits (i.e., informing what not to do) and their
consequences. Fear and anxiety undermine the cognitive capacity and hamper the
learning process [84]. Moreover, positively framed messages are more persuasive
where there is little emphasis on details [85], which is suitable in the case of CSA that
deals with providing enough information to make an individual stay vigilant about
cyber risks and know what to look out for [1].

Direct message The awareness message should be explicitly directed to the target audience. A message
is more likely to be accepted and acted upon if the individual feels that it is explicitly
directed at him or her rather than generically to everyone.

Descriptive message | The awareness message should provide information in descriptive format [76]. It
should include information in the format of how things are done and not what to do in
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steps if possible. Stepwise instructions can introduce the risk of inculcation [76] and
discourage proactive thinking (or the ability to project threat trends).

Suggestions Doable suggestion The awareness message should offer meaningful suggestions to the audience (i.e.,
avoid impractical suggestions). The audience should be able to correctly apply or
implement the suggestions. The concept of impracticability is again dependent on the
computer literacy of the audience or their interest and ability to learn new computer

skills.
Convenience Security is not the primary objective of the audience, so the awareness message should
suggestion avoid the suggestions that are either taxing or noticeably (hinder or) slow down the

primary responsibility of the audience. Like everybody, the audience is also wired to
take the path of least resistance, even if it means exposing themselves to threats.

Content Clarity Clarity should be in both the purpose and content of the awareness message. Fuzzy and
presentation general messages can get misinterpreted. For this purpose, it is suggested to consider a
specific goal at a time and to use exact, appropriate, and concrete words. The words
and phrases used to present information (i.e., avoid technical jargon) should be familiar
to the audience. This will help the audience to understand the message quickly. After
all, no one complains about the content being too simple to understand.

Conciseness The awareness message should be brief, to the point, and comprehensible for the
audience. This can be performed by including only what the audience needs to know
but not what would be nice to know.

Well-structured The awareness message should follow a clear information architecture, for example, in
the sequence of “what is the problem”, “what solution fits”, and “how to achieve the
solution”. Unclear and disoriented information can be confusing and difficult to follow
and can get misinterpreted.

Uses multi The awareness message should use various representations to complement each other,
representation for example, graph or image to complement the text, and reinforce the main message
by highlighting them. This richer representation improves understandability [79] and,
at the same time, accessibility for different types of audiences, for example, differently
abled audiences.

Understandability of | The audience should be able to understand the main message in a very short span of
the main message time in order to attract their attention to it. Average human attention dwindled to only
8 seconds in 2013 [86], so if the main message (or goal) of the awareness is not
understandable in 8 seconds, the probability of the audience getting uninterested in
learning it will increase.

Localization Localization is about attempting to remove the cultural barriers that may exist. The
awareness message should adapt the contents to an audience (for specific countries,
regions, cultures, or groups). Along with language translation, use, for example,
suitable terminologies, images, cases, and examples that the audience can relate to.
Localization improves user experience, and that will lead to a better understanding.
Eliminate things that the audience could not relate with or require mapping to relate
and understand as far as possible. Localization should consider:

e performing accurate translation of all information into the target language.

e adapting graphics to the preferences of the target audience.

e adapting layout and design so text can properly be displayed.

e converting elements such as units of measurement and currency to local
requisites.

e using correct formats of phone number, address, and dates.
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5.4.3 Delivery Method Selection

A multitude of delivery methods are used for raising CSA, for example, workshops, newsletters, posters,
screensavers, emails, games, videos, audios, simulations, online quizzes, and so on. These methods can
broadly be categorized into the following three types: instructor-led, computer-based, and text-based [87];
though, instructor-led can utilize technology and text-based materials. This classification can be further sub-
classified, for example, computer-based can be sub-classified into online and offline based.

o Instructor-led: Instructor or facilitator who is knowledgeable and experienced in the learning
materials teach participants in a classroom setting. Real-time feedback, as well as shifting of focus
to suit the learner’s needs, are possible.

o Computer-based: Necessarily aided by technology (e.g., computer, tablet, mobile phone). Learners
can use it individually at the most convenient times and can always stop learning to return at a later
point in time. It allows direct feedback on the learner’s performance.

o Text-based: It does not require an instructor or technology, and due to its static nature, it does not
offer individual feedback or other interactive elements. However, it offers self-paced, individualized
learning of the content.

The instructor-led method can be suitable when the audience group is small, feedback is required in real-
time, and awareness contents require tailoring to fit learners’ needs. But it can be expensive as the sponsor
or organizer has to incur major direct costs (i.e., salary to the awareness coordinator or team, teacher fees,
rent of space used, and costs of logistics and other materials like slides, posters, videos, handouts, and
gadgets) and indirect costs (i.e., time of organizer and audiences away from their work time) [88]. Similarly,
the computer-based provides flexibility to reach a mass audience at a lower cost, and increased learner
control (i.e., control over contents, sequence, and pace) irrespective of learner’s physical location and
duration of the day. It includes feedback and performance test features, and also benefits from the richness
of multimedia. Support for multimedia helps to represent information in multiple formats at the same time
that complements each other. However, it requires access to technologies, e.g., computer, software, and
Internet bandwidth. Furthermore, its development and usage demand expertise in technologies. In some
cases, for example, video content, simulation, animation, and games, the development of its content can be
expensive for the organization and cannot be cost-effective for a small audience. Moreover, if the
representations in different formats do not align to or conflict with each other, for example, increment in a
value is represented by a downward arrow, then use of multimedia can cause more harm than good. Finally,
text-based content is simple to design and has benefits like learner’s control. But it does not contain feedback
or performance tests and may not be environment friendly due to the use of paper. Apart from the
aforementioned benefits, the text-based delivery method is found to be better for achieving perception due
to its low cognitive load (i.e., clear, concise, and easy to follow information), whereas the computer-based
can be more appropriate to achieve comprehension and projection [78]. Furthermore, computer-based is
recommended for both the general as well as the advanced level of CSA (suitable for specialized role
employees with a high level of security responsibility) [89] [90].

The delivery methods can [9]:

e De suitable for the dissemination of a single message, for example, awareness tools, posters, access
lists, screensavers and warning banners, desk-to-desk alerts, agency-wide e-mail messages, brown
bag seminars, and awards programs.

o more easily include a number of messages (do and don'’t list), for example, newsletters, videotapes,
web-based sessions, computer-based sessions, teleconferencing sessions, in-person instructor-led
sessions, and brown-bag seminars.
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e be fairly inexpensive to implement, for example, awareness tools, posters, access lists, “do and
don’t list,” checklists, screensavers and warning banners, desk-to-desk alerts, agency-wide e-mail
messages, in-person instructor-led sessions, brown bag seminars, and rewards programs.

e require more resources to implement, for example, newsletters, videotapes, web-based sessions,
computer-based sessions, and teleconferencing sessions.

Whichever delivery method is selected, one should keep in mind that it fulfills the need of end-users (meets
specific customer needs), is affordable in terms of cost, fits the organization's culture and infrastructure, and
does not require taxing activities that can slow down the users’ task. Furthermore, it should be accessible to
the audience, appropriate for the audience’s circumstances and scenarios, use communication strategies and
approaches that suit the audience’s preference, be interactive and innovative to engage the audience, and be
inclusive so that no subset of the audience feels excluded. A simple way to achieve them is to provide
multiple methods that can fulfill the needs of diversified users [2] [80], and retain the information richness
as much as possible. Moreover, include tracking capabilities like self-assessment and feedback that can help
to verify whether people are actually learning and also facilitate interested users to participate and contribute
to the future improvement of the awareness program.

Availability of such materials in different formats helps to cover a larger mass of audience with different
learning preferences [91], for example, someone with no interest in reading can utilize CSA materials
available in the form of video, game, or simulation. Moreover, if people are acclimated to a specific format
of receiving information that will reduce the effectiveness of learning the information. Further, using
multiple channels also ensures that the target audience is exposed to the same information multiple times in
different ways that greatly increase users’ retention of awareness lessons or issues [9].

EXTRACTED GUIDELINES

Deciding which delivery methods will perform better for a given case is a tedious task. To help with this
task, some past studies [17] [43] [78] [92] [93] [94] have evaluated the effectiveness of different delivery
methods used for CSA. Their evaluations are based on varying sets of properties. A consolidated list of
relevant properties (applicable to every delivery method) that are included in these studies, except Nachin
et al. [92] who have used the aspects that should be the objectives of a CSA program and not comparative
properties for dissemination channels, has been given in Table 7. The table also provides how the properties
should be utilized for the suitable delivery method selection.

Table 7: Criteria for the delivery method selection

Properties Utilization Mechanisms
Cost to apply the The delivery method should be cost-effective to develop, implement, operate, and maintain. Some
delivery method relevant questions to be raised are:

How expensive is it to set up the environment for the method?

How expensive is it to operate the method (or deliver content) for the required period?
How expensive is it to create awareness content for the method?

How expensive is it to update and maintain awareness content?

The cost-effectiveness is affected by:

e  cost per audience - an online method can be used to target a mass audience. So, its cost per
audience could be small.)

e prior experience of using the delivery method — once digital content has been created, it can
be cheaper to reuse unless some serious update is required. Similarly, once the technologies
to apply the delivery method are acquired, it becomes cheaper to apply the method again.
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Outreach to the
audience

The delivery method should be appropriate for reaching the target audience. Some relevant questions
to be raised are:

e How difficult is it to reach the target audience using the method?
e Does it support reaching a geographically dispersed audience?
e  Does it support reaching a mass audience?

For example, if the target audience is geographically dispersed or in a mass, then using an online
solution could be preferable.

Support for diversity
and inclusion

The delivery method should support multiple formats of awareness content. Some relevant questions
to be raised are:

e  Does the method support awareness contents in multiple formats (e.g., text, image, audio,
video, simulation, and animation; static and dynamic)?

e Does it support content for multiple types of audiences?

e  Does it support content customization for different target groups?

With multiple format contents support, it will be easier to target different audience groups using the
same delivery method. For example, a website can integrate information in the forms of texts, videos,
animations, and games that can be customized for different audience groups.

Effort and skills
required for
awareness content
development and
update

The effort and skills required to develop and update awareness content should be minimal for the
delivery method. Some relevant questions to be raised are:

o  How difficult is it to develop content for the method?

o  How difficult is it to update the content?

e Do the content development and updating require any special technical skills?

e  Are the content development and updates time-consuming?

For example, developing simulation content could require specific technical skills and high effort and
time.

Features for
standardized
assessment and
feedback and ease to
use them

The delivery method should include features for standardized assessment and feedback of the
awareness program. Some relevant questions to be raised are:

e Does the method integrate standardized assessment to measure the audience’s learnings after
participating in the awareness program?

e Does it support (or integrate) features to collect the audience feedback on the awareness
program?
Do they include relevant and valid questions to measure learnings?

o Are the features user-friendly?

Availability of these features will help to assess the audience’s learning and also get their feedback
immediately after the completion of the awareness program. For example, a website can have an inbuilt
questionnaire or quiz and also a feedback section integrated that appears after the completion of the
awareness program.

Information richness
or information-
carrying capability

The delivery method should support information richness or high information-carrying capability.
Some relevant questions to be raised are:

e Does the method support communication between the awareness professional and the
audience (to clear doubt)? Is this real-time or non-real-time communication?

e  Does it support multiple cue communication, e.g., visual, auditory, verbal, and tactical cues?
Does it support language variety (use of vocabulary based on the target audience)?
Does it support message personalization (one or two-way information exchange, adjust or
tailor interaction based on feedback, tailor learning pace)?

e  Does it support incorporating detailed information?
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For example, a workshop includes real-time communication, supports language variety, different cues,
and message personalization. Moreover, depending on the time availability, can incorporate detailed
information.

Need for additional
means

The delivery method should require minimum additional means to deploy and operate. Some relevant
questions to be raised are:

e What skills, knowledge, and abilities are required to apply and operate the delivery method?
What technologies and resources (hardware, software, Internet connection, and other
resources) do it require to apply and operate?

e  What additional information like an email address (for email as a channel), contact number
(for SMS and phone call as delivery methods) is required to apply and operate?

For example, a website requires a computer, software, and Internet connection. Likewise, a workshop
setting requires the presence of an instructor and other resources like a computer, projector, pen, pencil,
paper, etc.

Interest and
motivation to
participate and learn

The delivery method should interest and motivate the audience to participate and learn. Some relevant
questions to be asked are:

e s the delivery method preferable (or suitable) for the audience group based on their age,
gender, education level, field of study, occupation, and other socio-demographic factors?
Will it contribute to improving the audience's interest and grab their attention?

Does the method support and facilitate user interaction?
e  To what extent does it support the audience's involvement in the learning process?

For example, the game is found to be popular among the young age group and attention-grabbing.
Likewise, a workshop supports user interaction within the audience group and with the instructor.

Efforts and  skills
required to operate
and manage

The delivery method should be simple and easy to operate and manage. Some relevant questions to be
raised are:

How difficult is it to operate and manage the delivery method?
How difficult is it to present awareness information using it?
How difficult are the assessment and feedback features to use?
How difficult is the delivery method for the audience to use?

For example, a website requires different technical aspects to manage. Likewise, a workshop could
require managing the people.

5.5 Monitoring and Enhancement Guidelines for Pre-Implementation Phase

The consolidated guidelines presented in Table 8 deliver the outputs and outcomes to expect in each sub-
phase and activity of the per-implementation phase after the suggested (or the right) actions have been
performed. This information should be utilized for the phase’s monitoring and enhancement.

Table 8: Consolidated guidelines for monitoring and enhancement of pre-implementation phase

Activity

Team setup

Sub- Activity  Monitoring Guidelines

Team Leader and
Others

=

Adequate team size depending on the scope of the program.

2. Team with at least a full-time dedicated CSA professional. The CSA

professional is equipped with:

e soft skills (communication skills; familiarity with learning concepts as
well as awareness tools and techniques; personal attributes; career and
collaborative attributes; and people skills)

e  contextually aware (situation of entities)
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e technical skills

3. Heterogenous team (remaining members coming from the interested groups
applicable to cybersecurity and departments in the organization).

4. Well-defined roles, responsibilities, and accountabilities for every team
member.

Establish  goals
and objectives

Criteria for Goals
and Objectives

1. Goal and objectives support the reason for creating the program (or the security

behavior ought to be reinforced).

Goal is simple and clear.

3. Objectives follow the SMART (Specific, Measurable, Attainable, Relevant,
Time-bound) criteria.

n

Understanding
audience and their

grouping

1. Audience grouping (or classification) is done based on pre-existing beliefs and
cybersecurity expertise.

2. In an organization, audience grouping is done based on employees’ roles and
responsibilities.

3. Otherwise, audience grouping is done based on factors like profession,
education level, culture, or age group.

Sponsor/leadership

1. Appropriate priority for the program is indicated by

support and .
participation e adequate funds recelved_ f_or the program _
e leaders’/managers’ participation in the programs applicable to them.
e leaders/managers practice security behaviors
2. Funds received for the program are asked and expressed in terms of one of
these:
e percent of the overall learning and development budget,
e percent of the overall IT security budget,
e  budget asked per target individual, or
e  explicit amount asked for each component of the program.

Topic selection L%?]It(i:fi cation 1. Top_ics are relevant to and aI_ign _with the rol_es and responsibilities of the targ_et
audience. Moreover, the topics include (or interest or of value to) everyone in
the target group.

2. Topics cover common threats, threats specific to the target group, new events
and situations, and potential future threats.
grciglr(i:tization 1. Topics receivi_n_g high _p_riority are:
e that specific to critical security roles and controls,
o that relative to critical projects,
e that align with the target group (or organizational) role and risk,
e that are important but neglected by the target audience (i.e., low
adherence),
o that with resources are readily available
Ef::;r;i?on Fn(:Srt]es?\t/eness and 1. Content intensivepess and complexities match with the audience’s security
Complexities knowledge and skill level.

2. Content intensiveness is adjusted from beginner to in-depth levels depending
on the audience.

Message Framing

Message framing utilizes these psychological factors

1. Loss aversion: emphasize the losses or damages incurred due to inaction or bad
actions. The losses focused are:
e immediate or closer,
o related to the personal or professional life of the audience, and
e that make sense (or significance) to the audience
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2. Incentive effects: refrain from incentive techniques, rather applies non-
incentive motivational techniques, for example,
e explain why to act for future events
e  explain how to act for imminent events
3. Emotion effects: evoke positive emotion unless necessary otherwise. If
necessary, evoke negative emotion at a controlled level for instant compliance,
for example,
e use fear for information-seeking behavior
e use anger for prompt action
4. Memorability: facilitate memorability (or retention) of the information using
techniques, for example,
e use multiple cues
e  present the message in a cognitively friendly manner
e use unique and compelling messages
5. Salience: draw the audience's attention using techniques such as:
e  putaneed for cybersecurity in a realistic perspective
e use creative ways to deliver the message, for example, use central and
consistent themes and/or slogans
e tailor the message to fit the knowledge or technical aptitude of the target
group
e convey information and images understandable and relatable to the target
audience’s lives and experiences
e communicate in simple (plain and clear), personalize (suitable to the target
audience's personal and professional life), and accessible way
e convey the benefits of security learning in terms of values other than
security alone
6. Bandwagon effects: inform about what others do (good behaviors)
e  promote good security behaviors as social etiquette and normal behaviors
e inform about the people (whom others can emulate) practicing security
behaviors
e use available statistical information, however, statistical information
contains the absolute value and numerical information placed in a context
7. Confirmation bias: come up with alternative messages without distorting the
information for the occasion when the message does not work.

Message framing meets these general properties

1. Specific topic: focus on a specific cybersecurity issue relevant to the target
audience at a time. To discuss multiple interrelated topics, breaks them into
multiple sub-topics.

2. Credible and consistent information: have correctness and consistency in
language, design, and information (facts).

3. Up-to-date information: stay abreast of cybersecurity trends.

4. Complete information: deliver the complete information the audience needs to
be informed and, if applicable, to act. For example,

e information states the relevant threat, why is it important to know, how to
identify it, how to protect against it, and how to correctly apply the
suggested mitigations

e more comprehensively, information states, WHAT to expect after
participation, WHY to participate, WHEN to perform the requested
actions, HOW the actions are related to personal and professional, WHO
are the sponsors, and WHO is the contact person

e provide a reference where information could be found, if it becomes
difficult to accommodate all the information

5. Positive framing of message: inform good security habits rather than bad
security habits.

6. Direct message: direct the message explicitly to the audience.
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7. Descriptive message: provide information in the format of how things are done
and not stepwise instruction, if possible.
Doable suggestion: make practically feasible suggestions.
9. Convenience suggestion: make suggestions that can be performed comfortably
without hindering the primary responsibilities.
10. Clarity: be clear in purpose and content, i.e.,
e  consider a specific goal at a time
e Uuse exact, appropriate, and concrete words
e avoid technical jargons
11. Conciseness: inform about what needs to know and not what would be nice to
know.
12. Well-structured: follow a clear information architecture, for example, in the
sequence:
e what is the problem,
e  what solutions fit, and
e how to achieve the solutions
13. Uses multiple representations: use different representations, for example,
graphs and images to complement textual information wherever necessary.
14. Understandability of the main message: use a simple and clear main message.
15. Localization: adapt contents for specific countries, regions, cultures, or groups
using localization techniques, for example,
e  accurately translates the text
e adapt graphics, layout and design, measurement and currency unit, formats
of phone number, address, dates, and so on

o

6 Implementation Phase
6.1 Pilot Test

A small-scale preliminary test with the target audience can be performed to assess the efficacy of awareness
resources prepared or improved [26]. Such a test will help to identify the issues in the design of resources
that require revisions before they could be used for the anticipated awareness program. Although it is not
mandatory to have a pilot test, particularly for the existing or continuing and small-scale awareness program,
it can have significance for a new (or first-time) and large-scale (or mass) awareness program. A pilot test
is an added step to the CSA process (or a burden for resources) and has no guarantee that it will identify and
help to avoid all issues. However, if the awareness program is for a mass, the benefits of a pilot test may
outweigh the efforts and resources spent on it.

EXTRACTED GUIDELINES

o A pilot test to assess the efficacy of awareness resources should be performed for a new (or first-
time) awareness program and that with mass participation.

6.2 Message Delivery

The CSA message can address one topic or a number of related topics at a time. The message should ideally
reach everyone in the target audience or as broad an audience as possible in practice. But simply reaching
the target audience could not ensure that the awareness message will be received, read, and taken seriously
by the audience. For example, many people in organizations are not enthusiastic about participating in a
CSA initiative [57]. Therefore, it is important the message reaches the target audience and positively impact
them (influence or motivate them to adopt good security practices and advice in the message).
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6.2.1 Message Communication

It is often recommended to make a CSA program engaging, entertaining, and fun as a potential solution in
order to encourage large participation [57] [68]. Although there does not exist consensus upon how message
delivery can be improved, some studies have attempted to draw out relevant properties [3] [4] [5] [10] [56]
[58] [68] [76] [77].

EXTRACTED GUIDELINES

A consolidated list of factors that should be utilized for message delivery has been listed and briefly
explained in Table 9.

Table 9: Factors for message communication

Utilization Mechanisms

Targeted message e  The message should be established for a specific audience group (how grouping can be done has
been explained in section 5.2.2). People, in general, have varying opinions, beliefs, interests,
expertise, and experiences. So, the message should target a specific audience group and be
tailored accordingly to meet their needs and concerns.

Relevant topic e  People’s emphasis on the type of cybersecurity issues could vary depending on their interest,
expertise, and experiences. So, the selected topic (how topics can be selected and prioritized have
been explained in section 5.3) for CSA should be specific and relevant (or of use) to the audience
group or critical to their organization.

Effective delivery e  The most effective delivery methods should be used (how delivery methods can be selected has
method been explained in section 5.4.3), which are preferred and used by the audience to get information.
This will maximize the appeal of the message and persuade the audience to act especially if the
message fits with the target group's interests and needs. In order to reach and cover as broad a
range of audiences as possible within the target group, multiple delivery methods should be used.

Appropriate e  The messenger should be someone credible or influential whom the audience trusts, likes, or
messenger listens to for security advice, e.g., authorized security expert, trained executive or peer, or an
organization authorized for cybersecurity.

Coalition e The awareness team should build coalitions with other parties to reach a broader pool of
audiences. Partners can be utilized as a multiplier in the dissemination of the awareness message.
However, this requires knowledge and experience in coalition management.

Security by e Security choices that reflect the organization’s norms and regulations should be preselected by

default default or have smooth pathways, e.g., security software should be installed and be part of the
initial setup.

Priming e  The awareness team should create an environment where the participants frequently get exposed

to awareness messages or cues that reflect and remind them of security, e.g., posters and banners
around the organization’s premise, and periodically simulated attacks.

Effective e  The message conveyed should not be unduly concerned or overly negative about a situation. It
conveyance should use real-life examples and experiences to explain cybersecurity issues.
Affect e Emotional associations can powerfully shape people’s actions. The participants should be

informed about the purpose of a CSA program and their role in preventing security attacks. The
security message should be presented in counterintuitive manners so that it provokes emotions
(attitudes to cybersecurity) but without obviously connecting it to a change in security behavior.
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Incentive e  The awareness team should use extrinsic incentives when temporary compliance is needed (e.g.,

increasing attendance and enrollment for a CSA program) and intrinsic incentives for attitude
and behavior change.

Commitments e People seek to be consistent with their public promises and reciprocal acts. So, the awareness
program should establish clear goals and expectations concerning the desired behavioral changes
following a CSA program and make it public. If possible, it should also set a deadline by when
the goals should be achieved.

Ego e People act in ways that make them feel better about themselves. So, the awareness team should
consider the capabilities and motivation of the participants and possibly begin with small and
easy changes. Further, the team should provide structured and constructive feedback on the
participants’ behaviors (performance). The message should be expressed in a courteous manner
(without hurting the feelings of the audience, unbiased and focused on the audience)

Engagement e  The awareness team should build CSA programs for the audience rather than assuming they will
be driven to educate themselves. This includes:

o to communicate how the security learnings are beneficial in personal life,

o notto focus on FUD but to leverage technology,

o to use the communication media the participants are used to, and

o to make awareness interesting and fun to attend (e.g., game).

Representational e A face should be given to the threat actors and defenders.

o Itshould be clear who the villains are. The villains should be clearly recognizable as
evil. Cast only unambiguous cybercriminals as villains, for example, Nigerians who
are notorious for their scam emails.

o Those who are guarding and protecting should be placed in the spotlight as heroes.
They could be the cybersecurity specialists in the organization. Explain the complex
work they are undertaking to keep the systems safe and secure.

6.2.2 Enactment Approach

To deal with non-compliance of cybersecurity policies and procedures, organizations apply one of the two
reinforcement approaches, i.e., soft approach or tough approach [95].

e Soft approach: Utilize various persuasion techniques, for example, organizing needful training and
awareness programs for employees, boosting employees’ motivation, rewarding employees for
participation, and making the policies and procedures relevant and compliable. In this, the
organization treats its employees as an asset and places trust in them by promoting self-regulated
behavior.

e Tough approach: Emphasizes coercive strategy to enforce employees behave in a desirable way
and attempts to deter non-compliance with punishments, generally thorough warnings, and
sanctions. It treats employees as a liability and continually monitors employees’ behavior.

In the case of CSA and behavioral change, the persuasive approach is often recommended [95] [96] [97].
There are different reasons behind this, mainly because organizations cannot afford to continuously monitor
employees’ behavior and to dismiss or discipline a large number of skilled staff needed for a tough approach
[98]. Moreover, treating employees as an enemy and using forceful enforcement can increase tension
between enforcers and the rest of the organization [97]. In addition, to keep up with the ever-evolving digital
landscape and constantly changing cybersecurity, a long-term behavioral change is required, which can be
possible through a soft approach. This is also supported by Thorndike’s law of effect [99] used for learning
theory, which states that “behaviors that are rewarded (or whose responses produce a satisfying effect) are
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more likely to recur again, while behaviors that are punished (or whose responses produce a discomforting
effect) tend to weaken.” The main logic behind this law is that punishment or discomforting effect leads to
avoidance of the situation or initiates feelings of anxiety or fear. Feelings of fear or anxiety in cybersecurity
are considered to be counterproductive, especially, in the absence of clear communication and efficacious
information about how to respond to the threat [100]. However, some researchers who keep contrary views
advocate for a level of fear in cybersecurity to produce a positive effect [L01]. Their rationale behind this is
that through persuasion, the probability of compliance is improved, whereas evoking fear by highlighting
the unpleasant consequences of non-compliance makes people care about compliance [101].

The debate on which approach is better, soft, or tough, has no end unless other conditions are considered. If
the perceived efficacy is higher than the perceived threat, then fear in cybersecurity can produce a positive
effect, otherwise, it will backfire and produce unintended outcomes [101]. Employees will not act if they
believe that their actions will not ameliorate the threat. Finally, the major challenge in using either a soft
approach or a tough approach is determining critical factors that can motivate the employees for compliance
or deter them from non-compliance respectively. More importantly, due to various intervening factors, it is
difficult to prove unequivocally that a certain persuasive factor has motivated compliance behavior or
punishment has prevented non-compliance behavior. The views on these critical factors often vary with no
common ground; different experts may offer different perspectives based on their personal experiences.

EXTRACTED GUIDELINES

e Soft approach should be used to enforce compliance or discourage non-compliance [95] [96] [97].

e In certain situations, a tough approach should be applied but at a controlled level, for example, fear-
centric approaches should be applied to achieve information-seeking behavior and anger-centric
approaches should be applied if action is required from the participants) [56].

6.2.3 Frequency of Delivery

Cybersecurity is dynamic in nature; therefore, CSA programs should be regularly updated and organized to
stay up to date about new threats and the techniques of bad actors [10] [57]. Moreover, the effects of CSA
attenuate over time, essentially the knowledge that is no longer in practice (e.g., we do not encounter social
engineering attacks every day, but it is important to be always alert and prepared for it), so the shorter the
period between two consecutive programs the better would be the improvement on CSA [27]. This is why
a CSA program should be organized sufficiently frequent to maintain its effectiveness and also update and
reinforce security knowledge. However, the CSA program consumes cost and time that should be considered
when determining its frequency.

A question that requires to be answered is “how often CSA programs should be organized?” Its simple
answer would be the frequency adequate to maintain the topic in the minds of individuals [10]. In order to
realize a more explicit value for the frequency of delivery, it is necessary to determine how long the impact
of a CSA program lasts. To an extent, its answer can be derived from the Curve of Forgetting [102] which
describes how human memory retains or forgets information. According to the curve, if we assume 100%
of the information learned at the end of a lecture and there is no attempt made to retain the information, we
remember only 30%-50% of the information by day 2, and this dwindles to only 2%-3% by day 30.
However, this trend of forgetting information can be changed by applying Dale’s Cone of Experience Model
in the information delivery [103]. The model conveys that people retain information told, shown, and
experienced (done) to them in ascending order, i.e., shown remains for longer than told, and experienced
remains for longer than shown. Therefore, by utilizing the delivery methods that support the perceptual
learning styles, information retention can be improved. This memory retention can be further positively
influenced by managing cognitive overload [104].
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The most relevant answer regarding the frequency of CSA programs is given by Reinheimer et al. [105]. In
this study, the authors investigated the effectiveness of a CSA program over time. The study ascertains that
a CSA program continues to be significantly effective even after four months. However, its effectiveness
decreases to an unacceptable level after six months. Thus, it recommends organizing a CSA program every
six months. Although this recommendation (or information) is valuable for determining the frequency of a
CSA program, it is based on a study conducted in the context of phishing awareness (general intensiveness).
So, the situation may change in the case of intermediate or in-depth intensive CSA programs. Moreover, in
an organization apart from responding to a new arise situation and event (e.g., evolving technology and
threat, suffered cyberattacks, and introduction of new regulation and law) it should be made mandatory upon
new hire as well as role changes of the existing personnel, along with its periodic sessions [37].
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e CSA programs should be organized periodically, at least once every six months [105] except if it is
about responding to new events and situations.

6.3 Lesson Learned

By incorporating feedback from the audiences and lessons learned from the implementation of CSA
programs, the program’s effectiveness can be improved in subsequent or future initiatives [30]. Moreover,
in terms of materials and experience, advice and lessons gained from colleagues and/or organizations that
manage other awareness programs could be quite useful [10]. One department can share experiences with
other departments so that they can prepare beforehand to avoid repeating the same mistakes.

But to have the lessons learned and make their optimal use, first and foremost, they must be captured and
documented. In order to do so, the ENISA framework [10] suggests every individual in the team or group
responsible for implementing a component can write notes or stories of lessons learned and submit them to
a designated person who can polish them and submit them to the database. This is followed by a debriefing
session and then the final documentation of the lessons learned. The debrief session should follow these
guidelines:

e The lessons learned are program management-oriented and not work product-oriented
e Use case examples to make a point.

e Both praise and criticism can be used. However, criticism should be constructive, thoughtful, and
non-personal.

e If there is no fix, improvement, mitigation, or way to influence an issue, do not discuss it.
EXTRACTED GUIDELINES

e The lessons should be properly captured, debriefed, and documented.
e The lessons learned should be program management-oriented (plan, assess & design; execute and
manage; evaluate and adjust) [10].

6.4 Monitoring and Enhancement Guidelines for Implementation Phase

The consolidated guidelines presented in Table 10 deliver the outputs and outcomes to expect in each sub-
phase and activity of the implementation phase after the suggested (or the right) actions have been
performed. This information should be utilized for the phase’s monitoring and enhancement.
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Table 10: Consolidated guidelines for monitoring and enhancement of implementation phase

Activity Sub- Activity Monitoring Guidelines

Message Delivery | Message 1. Targeted message: select a topic and message that target a specific

Communication audience group at a time.

2. Relevant topic: select a topic that is relevant and of use to the
audience group and critical to their organization.

3. Effective delivery method: select communication methods that are
preferred or used by the audience group; use multiple delivery
methods so that everyone in the audience group can be covered.

4. Appropriate messenger: use someone whom the audience trust, like,
or listen to for security purpose, e.g., authorized security expert, or
trained executive/peer as the messenger.

5. Coalition: build a coalition with others and use partners to reach a
broader pool of audience.

6. Security by default: preselect default or smooth pathways to
security/right choices and create barriers to risky/wrong behaviors.

7. Priming: create an environment where the participants frequently get
exposed to messages or cues that reflect and remind them of security.

8. Effective conveyance: refrain from unduly concerned or overly
negative thoughts on cybersecurity issues.

9. Affect: inform the audience about the purpose of the program and the
audience’s roles in security attacks prevention. Present the message
in counterintuitive manners so that it provokes emotions but without
obviously connecting it to a change in security behavior.

10. Incentive: use extrinsic incentives when temporary compliance is
needed (e.g., increasing attendance and enrollment for a CSA
program) and intrinsic incentives for attitude and behavior change.

11. Norms: repeatedly promote good security behaviors as a social
etiquette or normal behavior.

12. Commitments: establish and clarify the behaviors expected from the
audience after attending the program and set a deadline to achieve
the behavior change if applicable.

13. Ego: provide constructive feedback on the audience’s behavior or
performance. Express message in a courteous manner.

14. Engagement: build the programs for the audience. Do not assume
that the audience will be driven to educate themselves. Use these
techniques for improving audience engagement:

e communicate how the security learnings are beneficial in
personal and professional life

e do not focus on FUD but leveraging technology

e use the communication media the participants are used to

e  make awareness interesting and fun to attend

15. Representational: give the fight against cybersecurity a face (place
those who are guiding and protecting at the spotlights as heroes, and
cybercriminals as villains or evils (cast only unambiguous
cybercriminals as villains).

Enactment Approach 1. Use soft approaches for enactment. If necessary, use hard approaches
at a controlled level
e fear-centric for information-seeking behavior

® anger-centric for action

Frequency of Delivery 1. Organize the program periodically, at least once every six months
except if it is about responding to new events and situations.
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Lesson Learned 1. Properly capture, debrief, and document the lessons learned.

2. The lessons learned are program management-oriented (plan, assess
& design; execute and manage; evaluate and adjust).

7 Post-Implementation Phase
7.1 Evaluation

A CSA program must be evaluated to determine its outcomes and impacts. The evaluation helps to determine
the weaknesses in the existing CSA initiatives so that they can be improved for the subsequent or future
iterations of the program. Moreover, because cybersecurity is dynamic in nature, the program must be kept
updated and relevant to the target audience. The program evaluation is generally conducted through a formal
quantitative/ qualitative analysis, or informal review and monitoring of changes in participant’s behavior or
attitudes [106]. The measurement or assessment used is either subjective (e.g., ask the audiences about their
experience) or objective (e.g., ask the audiences to do something) [107]. The evaluation is conducted mostly
using indirect measurement, i.e., assessing or measuring the factors like the audience's learning and
experience. A few studies make random attacks on the audience in order to directly assess their cybersecurity
attitude, cognition, and behavior. But a major issue with most of these studies on CSA evaluation is that
they assess or measure only some key performance indicators (KPIs) to justify their models or frameworks.
The chosen KPIs do not generally represent the complete program evaluation. A CSA program includes
many aspects and involves different stakeholders; its evaluation should reflect that.

There are some major studies [108] [109] that provide the KPIs that can be measured to realize the success
of a CSA program. But more consolidated metrics for CSA evaluation have been proposed in the
CyberSec4Europe’s deliverable report D9.13 [29]. This report incorporates information from the two studies
[108] [109] along with many other important and relevant studies. The proposed metrics are shown in Table
11. The report recommends measuring all indicators by using at least one or multiple factors and
measurement methods depending on the need and relevancy. Further, it recommends to adhere to these
criteria for good metrics [110] during measurement: i) consistently measure (no subjective criteria), ii)
cheap to gather (preferably automated), iii) expressed as a cardinal number or percentage, iv) expressed
using at least one unit of measure, and v) contextually specific (i.e., relevant to decision-makers so they can
take action). Most importantly, the organization needs to ensure that lessons are learned from the evaluation
that can be used to update and optimize CSA in order to achieve a better one in the future.

Table 11: Metrics for the evaluation of CSA [29]

Indicator Measured Factor Measurement/Assessment Method

Impact indicators | .
mpact of awareness on:
measure and assess the b e  (Pre-and post-, quantitative) web-based test

learning (i.e., knowledge *  Cybersecurity knowledge & (vocabulary and scenario type questions) to determine

: . mpeten ) - -
and skills gained by the | ,cbit'tpzte tce b it if the audience knows more about the issues covered
audience as a result of the Itude to Cybersecurity by the awareness program than before participating in
awareness), and the | ®  Cybersecurity behavior the program.

It also comprises touchability
(i.e., information is perceived
positively by the audience).

impact on the audience's
performance and attitude
towards cybersecurity.

e (Pre- and post, online, standardized, quantitative)
questionnaire-based survey to determine if the
audience knows more about the issues covered by the
awareness program or not, and if they understand the
sense of urgency of fighting and preventing the issue
or not.
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(Pre and post) statistical analysis of passive data to

know if there is a decline in security incidents and

violations, for example,

o Data from audits and risk departments

o  Count and severity of security incidents occurred
due to staff behavior

o  Other best behavior data that can be automatically
collected (e.g., anti-virus and firewall log data,
and helpdesk data)

(Pre and post) simulated and tool-based attack to

determine if the audience understands the sense of

urgency of fighting and preventing the issue or not.

Sustainability indicators
measure the direct and
indirect values added to
the organizations as a

result of implementing
CSA. These indicators are
critical for the

management or Sponsors
in their decision-making
on whether to invest in the
program or not, and this is
necessary for the
continuity of the program.

Impact of awareness in the change
of:

e  Organizational policies

e Regulatory framework

e  Organizational arrangement
Change in top management and
sponsor support and commitment
for the awareness program

Valued-added by the awareness program evaluation

based on, for example,

o Recognition of security contributions, e.g., count
and reputation of awards and contests won due to
the awareness program

o  Percentage of awareness processes incorporated in
the organization’s policies, processes, and
arrangement

Change in funding and resources allocated for the

awareness program to realize the management/ sponsor

interest in the awareness program

Cost-benefit analysis of the program (i.e., ROI)

Accessibility indicators
measure the quality of
resources and delivery
channels used in the
awareness program.

e Quality of awareness
resources

e  Effectiveness of awareness
resources

For example, whether the content
was relevant and easy to follow or
not, what were the strengths and
weaknesses of the program, and
whether the delivery methods
were able to accommodate the
audience’s pace and learning style
or not. It comprises of usability
and reachability.

Survey to evaluate (using closed quantitative questions,
such as Likert scale):

o relevancy of topics

o content quality

o  delivery assessment

Percentage of security topics covered with respect to
expected topics to learn if all relevant or demanded
topics are covered or not

System and log data analysis (e.g., attendance, website
visit, email recipient, etc.) to determine if the target
group has accessed the awareness resources or not.

Monitoring indicators
measure how the
audiences, sponsor, senior
management have
perceived or reacted to the
awareness program

Interest, support, commitment,
and participation of different
stakeholders in the program

Evaluate interest and active participation using:

System and log data analysis (e.g., attendance when it is
not mandatory, number of attendees who registered and
completed the e-learning program with respect to those
who visited, hit counts to the link for more information,
etc.)

Post-event survey (using closed quantitative questions,
such as Likert scale; preferably anonymous) to receive
overall feedback on the awareness program.
Auvailability of required resources for the program
(funds and other resources for future iterations).
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EXTRACTED GUIDELINES

e All indicators (Impact indicator, Sustainability indicator, Accessibility indicator, and Monitoring
indicator) should be measured by using one or multiple factors and measurement methods
depending on the need and relevancy [29].

e Measurement should adhere to the good metrics criteria [110], which are:

o consistently measure (no subjective criteria),
o cheap to gather (preferably automated),
o expressed as a cardinal number or percentage,
o expressed using at least one unit of measure, and
o contextually specific (i.e., relevant to decision-makers so they can act).
e Evaluation results should be utilized for the update and optimization of CSA programs.

7.2 Adjustment

Cybersecurity posture constantly changes and evolves, and so should the CSA efforts. Many factors
contribute to the changing cyber threat landscape, for example,

o rapidly and constantly emerging and evolving technologies that induce new threats every day,
existing digital divide in the society where large segments have only limited access to technology
and often lack knowledge and skills needed to use it securely, and

e major events and situations that drive the emergence of new cybercrimes (e.g., cybercriminals
exploiting fear and uncertainty caused due to the COVID-19 pandemic).

In addition, external (e.g., new or amended cybersecurity laws, regulations, directives, and decisions) and
internal (e.g., new or updated cybersecurity policies, procedures, standards, and guidelines in an
organization) factors influence the cybersecurity posture [10]. These changes in the cybersecurity posture
and landscape must be encompassed by CSA programs. This is necessary to ensure that the program, as
structured, continues to be updated as new technology and associated security issues emerge. Also, the
lessons learned, and weaknesses identified by the evaluation processes must be utilized to improve the
program.

EXTRACTED GUIDELINES

e A CSA program adjustment should include the changes in the cybersecurity scenario, lessons
learned, and weaknesses identified by the evaluation processes.

7.3 Monitoring and Enhancement Guidelines for Post-Implementation Phase

The consolidated guidelines presented in Table 12Error! Reference source not found. deliver the outputs
and outcomes to expect in each sub-phase and activity of the post-implementation phase after the suggested
(or the right) actions have been performed. This information should be utilized for the phase’s monitoring
and enhancement.

Table 12: Consolidated guidelines for monitoring and enhancement of post-implementation phase

Activity Sub- Activity Monitoring Guidelines

Evaluation 1. Measure all indicators by using one or multiple factors and
measurement methods depending on the need and relevancy
(Impact indicator, Sustainability indicator, Accessibility
indicator, Monitoring indicator).
2. Adhere to the good metrics criteria for the measurement, which
are:
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consistently measure (no subjective criteria),

cheap to gather (preferably automated),

expressed as a cardinal number or percentage,

expressed using at least one unit of measure, and
contextually specific (i.e., relevant to decision-makers so
they can act)

Adjustment 1. Use evaluation results for the update and optimization of CSA
programs.

2. Adjust the program by considering:
o the changes in the cybersecurity scenario,
® |essons learned, and

e weaknesses identified by the evaluation processes.

8 Evaluation Criteria of Selected CSA Mechanisms

With the previous section describing Monitoring and Enhancement guidelines, it is still necessary to
evaluate the progress of CSA measures. Thus, in this section, we first describe evaluation scales to measure
CSA and related constructs. As the introduced scales measure CSA, they are useful to evaluate any kind of
CSA measure. Next, we discuss specific criteria for CSA posters and CSA serious games. Within the
resources of the work package, it was not possible to elaborate criteria for all CSA measures, such as
traditional training and seminars, Capture the Flag and Cybersecurity exercises, books, videos, etc. Thus,
we chose CSA posters as they have a wide distribution, e.g., ENISA [17], Europol [18], and SANS [21]
offer posters on their websites. Naturally, posters are not very interactive, thus we also elaborated
corresponding evaluation criteria for serious games to complement our evaluation with the CSA measure.
Serious games are gaining more and more popularity recently and are highly interactive. This way, we have
covered both sides of the complexity scale.

For all CSA measures, it is important that they are adapted to the intended target group [2]. For example,
CSA measures targeting organizations need to have a different focus than those targeting the general public
or parents of children as each of the target groups has a different background and knowledge about CSA,
and thus needs a different level of details to prove useful. In a certain way, this also holds for scales and
guestionnaires aiming to measure CSA.

Traditionally, CSA effectiveness is assessed in terms of the count of cyber breaches suffered (to be precise,
reported) and their impact on individuals or organizations. Besides including a potential bias since cyber
incidents remain widely under-reported [111], the approach lacks measuring the effectiveness of a security
measure on an individual level. Since in particular, CSA measures target individual persons, it is important
to include what the participants think, know, or do about security issues. This is the only way to measure
the effectiveness of a CSA since the overall security (measured by the number of recognized and reported
incidents) is influenced by many more factors such as the number of attacks, the exposure of the
organization, and the organization’s security level which is a composite of CSA and “technical security”.
Since these factors are hardly the same for different organizations, it would be particularly hard to conclude
about CSA by only measuring the overall security of an organization.

8.1 Evaluation Scales/Questionnaires

An effective approach could be to use field observation to assess the security attitude and behavior of
participants. However, this approach also has some major downsides; it is both expensive as well as time-
consuming, and assessing the full aspects of security behaviors using the approach can be a challenging
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endeavor. This may be a reason why most studies rely on self-reported measures (e.g., surveys and
interviews) for assessing the cybersecurity knowledge, attitude, and behavior (KAB) of participants. Self-
reported measures are less resource constraining and can easily integrate different aspects of cybersecurity
behaviors. A major problem with many studies exercising self-reported measures is they develop their own
guestionnaires (or measurement), which are often non-standardized (does not follow a standard process to
design questionnaires and analyze the data). Moreover, such works often examine only one or a few selected
components of cybersecurity. Even worse, some studies delivering security tools or proposing a framework
perform surveys with the sole intention to establish and prove their work is relevant and useful. In order to
overcome these issues related to the use of self-reported measures, some selected studies, listed in Table 13,
have produced standardized and well-validated scales and questionnaires intended to measure the
cybersecurity KAB of participants. These scales and questionnaires have either followed standard
procedures for their design or adapted scales already established in other fields of study.

Table 13: CSA evaluation scales /questionnaires

Scale/Questionnaire Measurement Development Processes

e Used a hybrid methodology that incorporates the

Human ~ Aspects  of | e Measures security knowledge, inductive and  exploratory  approaches  as

Information Security attitude, and behavior L .
Questionnaire (HAIS-Q) | o  Focuses on 7 security areas recommenqled by Karjalainen [113] to design the
[112] questlonne_ure. _ N _ _
e  The questionnaire was empirically validated in three
phases
o First phase validation used a survey in
addition to think-aloud and verbal probing
by an expert.
o Second phase validation used a pilot survey
with 113 valid responses
o  Third phase validation was performed using
a survey with 500 valid responses
Securi Behavior | o e Followed the four-step approach as outlined by
Intentitgns Scale (SeBIS) x)ﬁi‘;ﬂg secu?(ijtr;e;iirlfiie (i.et.o Netemeyer et al. [115] to develop the scale: :
[114] attitude and behavior) ' o  Construct definition and content domain

o  Generate and judge the measurement items

o  Design and conduct studies to deploy and
refine scale, and

o Finalize the scale

e The scale was validated using a multi-round
sequential survey

o First-round validation used a survey with
479 valid responses

o Second-round refining used a survey with
456 valid responses

e Focuses on 4  security
areas/dimensions

SA-6 scale [116] e  Measures security attitude e  Utilized Netemeyer et al. [115] and other studies, as
e Focuses on 6  security well as authors” own experience and that of colleagues

items/questions  (using  a for the scale development

question for each item) o Item generation:

o  Survey development:
o Finalizing candidate items:
o  Finalizing scale items
e  The scale was validated with a U.S. Census-tailored
Qualtrics panel. This is followed by a survey with a
sample size of 209.
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Rajivan et al’s | e«  Measures security skills and | Used the four-step procedures from Netemeyer et al. [115]
questionnaire [117] knowledge for the questionnaire development.

e Focuses on 4  security

items/questions e Identify and define the variable intended to be

measured using the scale.

e  Develop the actual items for the scale

e  Perform exploratory factor analysis to reduce the
scale and extract latent factors that summarize
the relationship among original variables to build
a prediction model.

e  Confirm the scale fits the intended model

e  Utilized two existing established scales and developed
two remaining scales with the help of experts from
related fields of study.

o Abbreviated impulsiveness scale (ABIS)
[119]

o Online cognition scale (OCS) [120]

o Risky cybersecurity behaviors scale
(RScB)- this scale was based on the SeBIS
and was created with input from digital
forensic investigators and law enforcement

o Attitudes towards cybersecurity and
cybercrime in business (ATC-IB)- this scale
was constructed using expertise from the
Police, Digital Forensics, Criminal
Psychology, and Cyberpsychology

Hadlington’s scale [118] e Measures human factors in
cybersecurity  (attitude and
behavior)

o , . . e  Utilized the existing established scales:
([31% ﬁtgu et al’s scale | o t'\)/;ﬁa;zgers sec;nréty ag\l,t:g?i o Risky Behavior Scale (RBS)
’ o  Conservative Behavior Scale (CBS)
awareness o Exposure to Offence Scale (EOS)
o  Risk Perception Scale (RPS)

e In the first phase, the authors attempt to adapt the

Smartphone Security | e Measures security behavior . SeBIS for smartphone users. But this did not result in
Behavior Scale (SSBS) | ¢« Focuses on 4 security the best-fit items.
[122] dimensions/areas using 14

e In the second phase, the authors employed the
procedures used by SeBIS for the development of a
new set of items for smartphone users.

security items/questions

However, self-reported questionnaires might be biased, as they might not only be influenced by the
participants' mood, but participants also often get annoyed if they need to repeatedly answer the same
guestions. In order to measure the effect of any CSA approach, it is necessary to measure CSA at least
before and after the CSA approach. If one wants to study the long-term effect, as one would expect the
effects of each CSA approach to fade over time, it might even be necessary to measure CSA more often.
This would allow conclusions on how often a certain CSA approach should be repeated. As it is not well
researched how repeatedly answering the security and privacy awareness questionnaires might change the
results, the repetition might also have an effect on the measurement. On the other hand, it is not possible to
just use different scales as the scales are hard to compare and this would not allow a conclusion on how a
participant’s CSA develops over time.

On the other hand, if CSA is measured for a certain time frame, other events in the participants’ life, such
as reports in the media about data leaks or security incidents, might also influence their CSA. Thus, it is
inevitable to have a control group that is not affected by the CSA measure.

42



Cyber
Security
< for Europe

3=

CyberSec4Europe D3.19 Guidelines for Enhancement of Societal Security Awareness

8.2 Poster Evaluation

Alike in other fields, the use of posters is widely popular and common in CSA. Many organizations still
produce and use posters for CSA purposes. This popularity of a poster could be because it is one of the
simplest mechanisms. Poster initially used to be a conventional method of CSA (i.e., generally uses textual
and image content), but this has changed with digital transformation. Utilizing the features of digital
technology, its information richness can easily be improved, for example, including a clickable link or QR
code that can direct the interested people to a website with detailed information on the subject or with a
feedback form. Moreover, using mass media like email, social media, and websites, such posters can be
easily disseminated, and their message can be communicated to a large mass audience.

8.2.1 Criteria for Poster Evaluation

Despite the wide use of posters in CSA, there hardly exists any study that has worked on improving the
quality or effectiveness of posters for CSA purposes. Therefore, the main objective of this section is to
formulate criteria or guidelines, which can facilitate the designer in designing an effective or quality poster
for the CSA purpose and to assess the existing CSA posters for their appropriateness. The elicited list of
criteriais in Table 6. In addition to that, more criteria on CSA message framing, which are equally applicable
to posters, are in Table 14.

Table 14: Additional criteria for poster evaluation

Property Sub-Properties Description & Utilization Mechanisms
Style and formatting Visibility of overall The main message (or take-home message) on a poster should be readable
message from a reasonable distance. There does not exist any defined rule on how

far the message should be visible primarily because visibility is influenced
by the dimension of a poster as well as where it is placed.

If a poster contains any detailed information, it should be distinctly
separated from the main message by using a smaller font. Other less
important information can be placed at the bottom of the poster in smaller
font. However, all font sizes used should be large enough, so the audience
does not have to peer at it in order to read.

Placement of the main | The main message of a poster should be placed so that it does not get lost,

message among other details. Based on design conventions, placing the priority
content at the front and center [123] of a poster improves its visual
prominence.

Color Appropriate color and color contrast should be used for a poster design.

Answering what color will be suitable for a poster is dependent on a variety
of factors, for example, color symbolism (e.g., blue color often symbolizes
serenity, stability, inspiration, or wisdom in various cultures), color
conventions for scientific purposes (e.g., red color is used to symbolizes
stop, bad, danger, warning, enemy, and unsafe), official colors of an
organization (e.g., White and Blue are the official colors of the United
Nations), and consideration for health issues (e.g., individuals may face
difficulty distinguishing certain colors due to color vision deficiency).
Further, creating a complementary contrast in the color of content and
background improves their visibility [124], i.e., the text is easily visible
and readable from a distance. This complementary contrast can be
determined by using the color wheel. The color theory can greatly help
with these issues.
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Typography A poster’s text should be easily readable. Making the audience spend extra
time to read text is highly discouraging. When selecting an appropriate
typeface, ensure the legibility and readability of text [124]. For example,

e A poster should select a typeface that works well in multiple
sizes and weights to maintain readability in different-sized
posters.

e A poster should avoid fancy or artistic fonts.

e A poster should use decisively contrasting typefaces if multiple
typefaces have to be used.

e A poster should use mixed or lower case rather than upper case
characters [125].

e A poster should use boldface and italic, only if necessary.
Underline should be reserved for identifying links.

e A poster should avoid reverse type (for example, white text on a

dark background).
e A poster should appropriately space the elements among
themselves.
Use of image Including an appropriate image that complements the text on a poster is

worth many words. Moreover, it improves the information richness [79]
and memorability [126] of the contents. The memorability of an image
depends on various factors, for example, images with people in them are
the most memorable [126]. Further, positioning an image in the middle of
a poster will make it visible from a distance and help attract the audience’s
attention.

8.2.2 Outcomes

We evaluated CSA posters for the criteria in Table 6 and Table 14 using an online survey (methodology
explained in Section 2.3). We received a valid evaluation for 94 posters out of 117 posters. In total five
participants (team members from partner organizations contributing/participating in this task/deliverable,
who had a consensus on the interpretation of the properties) assessed to what extent the poster satisfies the
given properties in terms of a five-point Likert scale. The posters used for the evaluation purpose were from
reputed organizations like ENISA, EUROPOL, Cyber Safe Work, SANS Institute, Global Knowledge, and
INFOSEC Institute. They covered security issues and concerns like phishing and social engineering
protection, security hygiene, unattended device protection, online child safety, data protection, email
protection, malware protection, password protection, and privacy protection. The intention behind this
evaluation is never to show whose posters are superior or inferior in quality; rather realize the disparity, if
there is any, between the academic recommendations and real-life practice in poster design.

Analysis of the survey data resulted in two important findings, which are:

e The meaning of criteria like “understandability of the main message”, “doable suggestion”,
“convenience suggestion”, “clarity”, and “use of image” differ for each individual. They are
dependent on the audience’s ability (such as security expertise and experience). For example, the
same recommendation could be doable for an individual with security knowledge and experience
whereas undoable for a naive person. Similarly, an image that could make sense to one individual
would make no sense to another. So, while defining them for usable meaning, one should consider
the target audience’s ability.

o Interestingly, we found some disparity between academic recommendations and real-life practice
in poster design. Almost 50% of the posters did not meet one or multiple of the criteria mentioned
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in Table 6 and Table 14. Most of these posters did not meet the aforementioned criteria (i.e.,
audience’s ability dependent). Apart from them, some posters predominantly did not meet these two
criteria: “complete information”, and “concision”; particularly, posters with only a slogan on them
and with excessively lengthy text respectively. Indeed, putting just a catchy slogan on the poster
will help in attracting attention and is easy to remember, however, something without a clear call
for actions can cause behavioral change is questionable since behavior change requires also telling
what the audience needs to do [127]. Similarly, posters with excessively lengthy text will be
demotivating for the audience to read, understand, and practice in everyday life. Instead, these
lengthy posters can use an option like providing a link from where to get detailed information for
the interested audience.

8.3 Serious Game Evaluation

The term “Serious Game” was coined by Abt in the 70s [128], although the idea was not new at that time,
e.g., the “Landlord's game™, a predecessor of Monopoly, was already created in 1902 to illustrate the
dangers of capitalist approaches [129]. Serious games refer to the idea to explore the application of games
for other purposes than entertainment. The main challenge of designing serious games is to keep the balance
between entertainment and other purposes [130]. As the boundaries between playing and not playing are
fuzzy [131], whether the designer succeeds will also depend on the player characteristics and preference for
the game type [132]. However, compared to traditional forms of learning serious games are more
entertaining and engaging, and have demonstrated potential in industrial education and training disciplines
[133].

8.3.1 Criteria for Serious Game Evaluation

There are numerous dimensions to evaluate for serious games. The most obvious dimensions are the
entertainment factor and the effectiveness of the serious game. However, there is one other highly important
dimension that is worthwhile to investigate. As serious games are highly interactive, it is important to ensure
no harm is done to the players or employees. While this might sound surprising at first glance, it can easily
be possible that players may be bullied during the game or that their personal data is exposed.

8.3.1.1 Effectiveness

To the best of our knowledge, regarding the general evaluation of serious games, there is not much literature.
However, there is a literature survey in a related area on gamification [134], which observes that many
papers just offer descriptive statistics and only papers with either all or at least a portion of the tests being
positive get published (publication bias). Further problems reported were small sample size, self-developed
guestionnaires omitting validated psychometric measurements, very short time frames, and the lack of
control groups. The literature review also denotes several other points of criticism, such as lack of clarity in
reporting the goals of the game and the results. A similar literature review was done on positive effects on
computer games in general [135], which also includes a limited number of serious games. Their result was
comparable, in particular, they only found one paper explicitly making use of correlations. The only study
specifically on serious games for CSA from Tioh et al. [136] also found that evaluations were done with
small sample sizes and rather informally. However, the study also covers only a small set of games.

For serious games on CSA, the most natural way to evaluate their effectiveness is to specify their goal as
specifically as possible (e.g., knowledge about certain topics, raised awareness about certain issues) and use
one of the proposed scales from Section 8.1.

EXTRACTED GUIDELINES

e The desired outcome of the serious game should be specified as specifically as possible.
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e Suitable validated and reliable CSA scale(s) should be identified.

e The population should be split into players of the game and a control group who is not participating
in the game.

e CSA should be measured at least before and after the game and preferably several times after the
game for the group of players as well as the control group.

8.3.1.2 Entertainment

Measuring the entertainment factor is not specific to serious games on CSA. Asking the players directly if
they had fun might lead to desirability and social biases. However, not specifically for serious games but
for games in general, there are several validated and reliable approaches:

e The game experience questionnaire (GEQ) is used immediately after the game and consists of three
parts where the first two probe the players’ feelings and thoughts while playing the game; and the
third part assesses how players felt after they had stopped playing [137].

o The Player Experience of Need Satisfaction (PENS), elaborated from self-determination theory
(SDT), which is a widely researched theory of motivation that addresses both intrinsic and extrinsic
motives for acting investigates the effects of gameplay on the player’s wellbeing [138].

Johnson et al. [139] provide validation of both questionnaires and list some alternatives in their related work
section. Since there is a variety of different game types, e.g., video games, card games, board games, the
challenge is to identify a suitable questionnaire that is able to consider the specific properties of the used
game type.

Another concept, GameFlow [140] adapts the concept of flow to games. Flow is an experience ““so gratifying
that people are willing to do it for its own sake, with little concern for what they will get out of it, even when
it is difficult or dangerous” [141]. In theory, it is also possible to measure physiological measures such as
heart rate, respiration rate, electromyography (muscle activation), or electroencephalography (cortical
activity [142]. However, these measurements are in general hard to interpret and to connect to the
entertainment factor of the player.

EXTRACTED GUIDELINES

1. Identify suitable validated and reliable Game Experience or Game Flow scale(s) according to the
properties of the serious game

2. Measure the selected scales during and/or after the game, depending on the requirements of the
selected scale

8.3.1.3 Legal and Ethical Assessment

In order to describe the necessity of legal and ethical assessments, we briefly introduce the game HATCH
[143], a serious game on social engineering. The aim of HATCH is to foster the players' understanding of
social engineering attacks. When playing HATCH, players attack personas in a virtual scenario [144] based
on cards with psychological principles and social engineering attacks. While personas are by definition
imaginary, they provide a realistic description of stakeholders or in this case employees, who have names,
jobs, feelings, goals, and certain needs [145]. This way players can learn about the attackers’ perspective,
their vulnerabilities and get a better understanding of potential attack vectors. HATCH builds on previous
work examining the psychological principles of social engineering [146] and investigating which
psychological techniques induce resistance to persuasion applicable for social engineering [147].

However, HATCH can not only be used for training purposes but also to elicit security requirements to
prevent social engineering [148]. Instead of the virtual personas, players describe social engineering attacks
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on their colleagues. Since players know their colleagues, no persona descriptions are necessary and players
can exploit their knowledge about processes in their work environment, i.e., about how to cut through the
red tape and informal ways of handling tasks. As a result, at the end of the game, a list of potential attacks
can be investigated by the IT department.

HATCH is the first in a cascade of three serious games [149], each with a different purpose as shown in
Figure 5 [150]. However, since PROTECT [151] and the CyberSecurity Awareness Quiz [150] are both
single-player games, HATCH is the obvious candidate for a legal and ethical assessment. Due to its
multiplayer character and when eliciting threats with real scenarios, care has to be taken that no personal
data of the players or other employees of the organization are at risk, or some of the players start bullying
others.

PROTECT

Up-to-date
Threat
Awareness

Security
Policies

Security
Requirements

Identify Social Engineering

Threats Train Security Policies

Figure 5: Relation [149] of HATCH [148], PROTECT [151], and the CyberSecurity Awareness Quiz [150]

When playing HATCH with a realistic scenario, the employees' personal information might be at risk if
players use it to describe their attacks. Legal requirements demand a careful consideration of conditions the
game can be used in. Therefore, a legal analysis of the requirements to use HATCH for threat elicitation
was done [152]. The main outcome is that the virtual scenario may be employed without hesitation since
players are not victims in the game, and therefore other players do not attack them in the game. The realistic
scenario should only be used for threat elicitation since the risk of players accidentally or intentionally
exposing other players is real. The use of personas also reduces the risk that players accidentally or
intentionally harm other players by revealing personal data in the proposed attacks.

While the assessment was specifically investigating HATCH and one would need to do a legal assessment
for each considered serious security game before playing it in an official context, some general conclusions
can be drawn. The most important question arising is if employees’ personal characteristics are subject to
the game. If they are, the organization needs a justification why a more gentle type of training without
considering the employees’ personal characteristics is not appropriate. This could be the case if the
organization wants to conduct threat analysis, for example, because there already have been some incidents,
or the organization is specifically exposed to social engineering attacks and wants to mitigate that [153].

From an ethical perspective, one also needs to carefully consider other aspects, such as discrimination. This
in particular concerns the virtual scenarios. While it might be natural to develop personas that realistically
reflect the situation in most companies, this could lead to stereotypes discriminating certain groups, e.g.,
women when the managing positions are all modeled with men and subordinate positions such as cleaning
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staff are modeled only with female personas. One solution to this problem is to design gender-inclusive
personas (cf. [154]). However, this can only be the first step as this version only addresses gender but does
not consider any minorities [155].

This shows that legal and ethical aspects are also important evaluation criteria for serious games. While in
particular discrimination issues can also occur with posters, they tend to be more obvious there since for a
serious game not only the material but also the game’s mechanism should be evaluated to investigate if it
could support discriminating or bullying behavior of the players.

EXTRACTED GUIDELINES

1. Investigate if the serious game poses a risk to humans, e.g., if their data is used or if the game is a
multiplayer game and the interaction between the players could be abused.

2. If any risk is identified, before playing the game do a legal analysis if the game can be played and
under which condition, e.g., is it necessary to involve the works council, could there be some other
way of raising CSA with less risks.

3. Check ethical aspects of the game, i.e., for the discrimination of groups.

8.3.2 Outcomes

Based on Shostacks’s collection of serious games on security [156], we identified relevant serious games
with a focus (but not a restriction) on board games and investigated if the games have a scientific background
and if so, how the games were evaluated. We had a look at the following games: Control-Alt-Hack [157]
[158], OWASP Cornucopia [159], CyberSecurity Awareness Quiz [150], Data Breach [160], dOx3d! [161]
[162], Decisions and Disruptions [163], Friend Inspector [164], HATCH [143] [148], NeoSens Training
Method [165], OWASP Operation Digital Chameleon [166], Operation Digital Snake [167], PERSUADED
[168], Playing Safe [169], Project config.Play [170], PROTECT [151], Protection Poker [171], Security
Requirement Education Game (SREG) [172], Security Tactic Planning Poker (SToPPER) [173], Snakes
and Ladders [174], The Agile App Security Game [175], and What.Hack [176].

We did a brief check of papers on serious games and could confirm that the patterns for the evaluation of
gamification [134] and serious games on CSA [136] also exist for serious games on CSA we investigated.
In particular, many papers have small sample sizes and only report descriptive statistics. We did not find
any experiment with a control group; most papers were focused on the description of the game and did not
provide clear and measurable formulated goals of the game. In almost all cases if there was any measurement
it was directly before and/or after the game.

9 Conclusions and Recommendations

The main objective of Task 3.10 was to develop a CSA conceptual model, and monitoring and enhancement
methods. It targets both societal security awareness and staff knowledge regarding up-to-date security
solutions. Further, there is a responsibility to provide guidelines for the enhancement of societal security
awareness as set forth in the proposal. In order to cover these diversified objectives, a conceptual framework
for a CSA program has been proposed in this report. The proposed framework answers both “what to do”
and “what to expect” for each activity of the framework that can be useful for the effective monitoring and
evaluation of a CSA program. The framework intends to complement other existing frameworks.

In addition to the framework, this report also provided evaluation criteria for two CSA mechanisms that lie
on the opposite sides of the complexity scale, which are posters (not interactive but with the simplest form
and widely in use for CSA purposes), and serious games (interactive and currently in trend but can be
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technically sophisticated). The short analysis of the evaluation criteria showed that some of the
recommended criteria for posters can be very subjective, while an inspection of papers introducing serious
games on CSA has shown they have fairly deficient evaluations of the games’ effectiveness.

As research methodologies, this study used both a nonsystematic LR and an online survey. The LR was
used for the conceptual framework, and to elicit the evaluation criteria for the two CSA mechanisms.
Likewise, the online survey was used to evaluate selected awareness posters.

The guidelines and practical advice resulting from this study have been issued for CSA professionals and
organizations who plan to design, develop, and implement a CSA program more effectively. More
specifically, these guidelines and advice will help the individuals in monitoring and evaluating a CSA
program. Monitoring assesses the performance of ongoing activities in the light of specified objectives.
Similarly, evaluation assesses the overall effectiveness and impacts of the program in the light of specified
objectives. Both continuous monitoring of activities and evaluation of programs help in identifying their
issues or deficiencies so that they can be corrected as quickly as possible, thus enhancing the effectiveness
of CSA activities and programs. A synopsis of the guidelines and practical advice resulting from this study
are as follows:

e The team should be inclusive with clearly defined roles, responsibilities, and
accountabilities for each member. Moreover, it is advisable to have two full-time staff
members, but one full-time staff member is a must for CSA. The individual(s) should be
equipped with both technical and soft skills, and also be aware of the context.

e The goals should be clear and simple, and its objectives should be SMART (Specific,
Measurable, Attainable, Relevant, Time-bound).

e The audience should be grouped preferably based on their beliefs and cybersecurity
expertise.

e The program should receive appropriately high priority in terms of support and
participation from the leaders, and budget allocation.

e The selected topics should cover threats prevalent to the audience roles and responsibilities,
that include both common and new emerging threats.

e The topics relevant to critical security roles and controls, specific to the organization role
and risk profile, relevant to critical projects, neglected by the audience, and with resources
readily available should get the high priority.

e The message intensiveness or complexities should be adjusted from general to in-depth
depending on the audience.

e The message framing should consider human psychological (cognitive, affective, and
different biases) and other factors (usability and user experience) that influence the
message reception and interpretation by the audience.

e The message delivery methods should be cost-effective; have a broad outreach; support
diversity and inclusiveness; be easy and simple to develop, operate, manage, and update;
include standardized assessment and feedback features; support information richness;
require minimal additional requirements; and interest and motivate the audience.

e The message communication should consider the psychological and other influencing
factors that increase the audience’s participation and drive them to practice (or translate
into actions) the security knowledge they have learned from the program.

e The enforcement approach used to non-compliance should be a soft approach (mainly using
intrinsic incentives) unless a specific need arises for a tough approach.

e The program should be organized periodically, at least once every six months except for
responding to new events and situations.
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The lessons learned during the different phases of the program should be properly captured,
debriefed, and documented for the effective transfer and use of information.

The evaluation should measure all four indicators (impact, sustainability, accessibility, and
monitoring) to determine the overall effectiveness of the program. Moreover, the
measurable parameters selected for each indicator should be economical to gather,
consistent to measure, expressible in cardinal number and unit, and contextually specific.
The program should be adjusted in accordance with the changes in the cybersecurity
scenarios. And it should also take into consideration the lessons learned and weaknesses
identified from monitoring and evaluation.
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Annex A: CSA Frameworks

Vroom & von Solms [23] provide the elements for a successful security awareness program in an
organization. The elements have been obtained by asking and satisfactorily getting answers to the following
four questions:

Who establishes the need for information security awareness in general in the organization?
What sources should be applied in the execution of the program?

Who develops the program?

How should the program be structured?

Moreover, the proposed model for information security awareness comprises of the following components
that essentially answer the aforementioned four questions. In Figure 6, each level represents a component.

e Establishing the need for information security awareness: Accentuates the need for awareness to
management and users. (1 and 2 in Figure)

e Sources used for the information security awareness program: Specifies the foundation on which
to build an awareness program, for example, international information security standards and
security policies. (3 and 4 in Figure)

e Responsibility of developing the information security awareness program: Sets up a dedicated
individual or team to oversees, coordinates, and manages an awareness program. (5 in Figure)

e Construction of the information security awareness program: Structures an awareness program for
different users. For example, a general CSA for all employees and specialized ones for employees
with certain roles in the organization. (6 and 7 in Figure)

EDUCATE —Jf TOP MANAGEMENT @ STANDARDS

@ 1ISO @ POLICIES

v

@ PROGRAM

v v
@ GENERAL @ ROLES

Figure 6: Information security awareness model [23]

The NIST report provides guidelines towards a comprehensive security awareness and training program on
IT infrastructures [9]. The proposed approach particularly focuses on the following phases of a security
awareness and training program:
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Designing phase: In this phase, the awareness program is designed, the necessary awareness and
training materials are developed, and ultimately the awareness program is implemented. This phase
provides an overall structure of the awareness and training program. The NIST approach proposes
three models to facilitate the management of the overall process: a) centralized program
management, b) partially decentralized program management, and c) fully decentralized program
management.

Development phase: This phase describes the process of developing awareness materials
considering specific security awareness topics and sources. Additionally, the development of
training materials is described with a particular focus on security awareness courses.
Implementation phase: This phase describes the process of the program’s implementation. Namely,
communicating the plan to the organization is described to be important for achieving support for
the program’s implementation and commitment of necessary resources. In addition, the techniques
for delivering awareness and training materials are described (e.g., posters, newsletters, etc.).

The NIST framework provides an iterative process where the result of each phase can be monitored
and validated via the post-implementation phase (i.e., program success indicators, evaluation, and
feedback).

The four phases and their respective processes are shown in Figure 7.

« Structuring an agency » Selecting awareness topics
ANAIENIEES oIty « Sources of awareness

+ Conducting a needs material
assessment

* Developing an awareness
strategy and plan
» Establishing priorities
» Setting the bar
* Funding the security
LRSS ATELT 1. Designing an 2. Developing
awareness awareness

program material

. Implementing
the awareness
program

4. Post-
implementation

» Monitoring compliance Zcommunicating the plan
« Evaluation and feedback » Techniques for delivering
« Managing change awareness materials
» Ongoing improvement

(raising the bar)
* Program success indicators

Figure 7: NIST CSA framework
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The ENISA [10] proposes a general framework that provides guidelines for the public and private
organizations towards an effective CSA program. Particularly, the guidelines are focused on analyzing
awareness topics, developing business cases and communication frameworks, implementing the awareness
program, and evaluating and improving the awareness program. Further, ENISA proposes three main
processes towards the development of an effective information security awareness program, which are:

I.  Plan, assess, and design: This phase includes identification of the organizational needs,
development planning based on the needs, and establishing priorities (i.e., defines goal and
objectives, the team set up, clarify the target group, identify needful personnel and materials,
determine communication methods, define success criteria, establish a baseline for evaluation, etc.).

ii. Execute and manage: In this phase, analysis of the organizational needs, development of the
accordant strategy, an association of the program and strategy, and development of the necessary
materials are performed (i.e., program team confirmation, work plan review/revision, program
implementation, communicating awareness contents, document lessons learned, etc.).

iii.  Evaluate and adjust: This phase appraises the establishment of the requirements of the awareness
program, as well as the design and implementation of feedback strategy and accordant mechanisms
(i.e., conduct evaluation, gather data and feedback, review objectives, implement lessons learned,
adjust the program, etc.).

A B
Plan, Assess & Execute &
Design Manage

C
Evaluate & Adjust

A-010 Establish Initial Program B-010 Confirm the Program Team C-010 Conduct Evaluations

Team .
B-020 Review Work Plan C-020 Gather Data

A-020 Take a Change Management
Approach

A-030 Define Goals and Objectives

B-030 Launch and Implement C-030 Incorporate Communications
Program Feedback

B-040 Deliver Communications C-040 Review Program Objectives

A-040 Define Target Grou
: . C-050 Implement Lessons Learned

A-050 Identify Personnel and
Material Needed for the Program

A-060 Evaluate Potential Solutions C-070 Re-Launch the Program

C-060 Adjust Program as Appropriate

A-070 Select Solution and Procedure

A-080 Obtaining Appropriate
Management Support and Funding

A-090 Prepare Work Plan

A-100 Develop the Program and
Checklists of Tasks

A-110 Define Communication
Concepts

A-120 Define Indicators to Measure
the Success of the Program

A-130 Establish Baseline for
Evaluation

A-140 Document Lessons Learned
Figure 8: ENISA CSA framework [10]

67



Cyber
Security
CyberSec4Europe D3.19 Guidelines for Enhancement of Societal Security Awareness §, for Europe

>
\0’ -_

The guidelines provide a comprehensive representation of a CSA program. The proposed framework
consists of three levels: i) processes, ii) sub-processes, and iii) activities. The three processes and related
sub-processes are illustrated in Figure 8.

Kortjan et al. [11] propose a CSA and education framework that would assist in nurturing a cybersecurity
culture in the Internet users in South Africa. Building upon the result of a literature review, a five-layer
framework is proposed shown in Figure 9. The proposed framework is based on specific key factors derived
from the literature review.

The five layers of the proposed framework are listed below:

i.  Strategic layer: Represents the organization/government view regarding cybersecurity aspects

(legislations, regulations, etc.) [overall vision].

ii.  Tactical layer: Represents the schemes/methods that are needed to achieve the national goals and
enhance CSA and education [national cybersecurity campaign].

iii.  Preparation layer: Describes the contents of the schemes/methods identified above [topics, content,
medium, and tools].

iv.  Delivery layer: Represents the involved stakeholders and, more importantly, the recipients of the
content of the previous layer [target audience].

v.  Monitoring layer: Analyzes the progress considering the national strategy/goals [monitoring and
evaluation of the progress].

The framework aims to enhance CSA in South Africa by leveraging existing good practices, legislation, and
regulation from the papers reviewed. However, the targeted audience is the citizens of a specific country.
The adoption of the proposed framework in different countries where different guidelines, and regulations
exist is not discussed.
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Figure 9: Cyber security awareness and education framework [11]

Beyer et al. [24] propose a progressive engagement framework for the lifecycle of awareness activities. The
framework presents awareness to a continuous process that needs to be implemented and revisited over
time. It consists of four steps shown in Figure 10 and explained next.
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Awareness profiling: This phase is about assessing and measuring different relevant factors in the
organization to identify its security awareness needs. This also helps to realize the gaps (deviation
between the current and desired) in or obstacles to the existing awareness efforts of the organization.
In other words, this is about establishing the needs and scope of the awareness campaign. It utilizes
various quantitative and qualitative methods depending on the needs.

Awareness planning: This phase is about defining the goals and objectives of the security awareness
campaigns, and roles and responsibilities of the team, and planning the overall steps needed for the
campaigns. This also includes the relevant improvements in the existing awareness efforts.
Transformation: In this phase, security awareness activities are implemented or put into practice
according to the plan.

Optimization: This phase involves revisiting the existing awareness efforts and make necessary
improvements if the desired state or level of awareness has not been achieved. However, the
optimization efforts or improvements could have unforeseen implications.

« Company profiling « Communication,

» Awareness assessment, education & training
including GAP analysis concept

+ Awareness maturity * Awareness
level report improvement plan

» Compare target state Creation, production, &
and actual state implementation of

* Adjust & optimize if measures
necessary « Support of the internal

core team

Figure 10: Progressive engagement Framework

Ki-Aries et al. [25] propose a persona driven information security awareness process. The process’s
activities are organized in a cyclic order similar to the NIST framework for information security [9];
however, it also considers the input and output recommendations Beyer et al. [24] that include on-going
awareness, with a range of relevant topics that are targeted, actionable, doable, and provides feedback to
help sustain peoples’ willingness to change [4].

The six steps or activities shown in Figure 11 are explained next.

Needs & goals: Identifies business needs, goals, and chosen awareness theme based on a risk
analysis.

Personas: Develops personas based on empirical data collected through observations and
interviews, which is transcribed, refined, and modelled to produce personas tailored to the business.
Analysis: Analyze personas against the findings of step 1, leading to recommendations towards an
awareness approach suited to the target organization.
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o Design and development: Apply selected recommendations for design and development, which
considers the resource, budget, and communication methods available.

¢ Implement: begins the implementation of the program, where metrics may be applied.

e Review: concludes by reviewing the cycle’s effectiveness towards raising awareness and considers
improvements and the integration of new information or technology ensuring the process remains
up to date, then continues on to repeat the cycle of activities and the chosen awareness theme.

Business Supported
Requirement

Needs & Goals

Implement Personas

—

Design &
Development

Figure 11: Persona-driven information security awareness process [25]

Ghazvini et al. [26] propose a security awareness framework focusing on training programs shown in Figure
12. The scope of this work is threefold:

i. todevelop a framework that provides guidelines for the healthcare sector,
ii.  todevelop a security awareness training program, and
iii.  to propose a game for security training in the healthcare domain.

The framework suggests the following towards the development of a security awareness training program:

i.  Common information security issues within the healthcare organization: the common cybersecurity
issues in healthcare are identified based on the literature review.

ii.  Suggest/update the security policies following legislation and standards: review the existing
policies and regulations, and update when it is necessary based on international standards and
legislation.

iii.  Create atargeted audience profile to facilitate the learning process: e.g., beginners, professionals,
and experts.

iv.  Organize the delivery process of the training program: e.g., paper-based, online, game-based, etc.

v.  Continuous enhancement of the training program: the training program addresses the employees'
needs and preferences.
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The framework focuses on the healthcare domain with a game-based delivery method. Contemporary
organizations strive for a holistic security awareness approach to capture several aspects of awareness
programs such as the implementation, training, and evaluation.
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Figure 12: Training method selection framework [26]

Wang et al. [27] propose a CSA framework shown in Figure 13. They propose a platform to facilitate the
raising of CSA using standards and guidelines from both academia and industry. The proposed framework
is based on perception, protection, and behavior theory. The core of the proposed framework are the three
levels listed below:

i.  Cognition/testing: Provides a comprehensive understanding of the threat landscape and the relevant
risks.
ii.  Knowledge and skills/evaluation: Enables the analysis of the people’s CSA in a specific situation.
iii.  Training/training: Represents the necessary technical and theoretical means to increase CSA
considering the two previous levels.

Overall, the framework is based on statistical models and aims to quantify the CSA levels focusing on the
effectiveness of persons, evaluation, and training. Further, a CSA -raising platform is developed that consists
of the knowledge classification and attribute index of the targeted audience. The main elements of the
platform are:

i.  Knowledge & skills assessment system: Represents the opinion of the cybersecurity expert.
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Cognitive ability testing system: Represents the objective measurement and scientific evaluation of

the targeted audience.
Personnel risk assessment system: Refers to the risk assessment of the targeted audience to acquire

a comprehensive picture of CSA.
Training system: Represents the required cybersecurity activities and resources towards an effective

CSA program.

The applicability of the framework is illustrated with two experiments involving 600 and 400 participants.
The proposed framework is based on testing, training, and evaluation. However, the description of each
phase is only partially analyzed (possible ways for training or evaluation). Further, the stakeholders’
involvement is only partially mentioned, and the role and responsibilities are not fully clarified. Further,
the connection between the proposed framework and the proposed platform is not fully elaborated.

Training

Figure 13: Testing, evaluation, and training (TET) CSA raising framework [27]

Bada & Nurse [2] propose a framework for the CSA program for SMEs. In order to craft this framework,
the authors initially performed a systematic literature review of the past cybersecurity awareness, education,
and training initiatives. This is followed by a case study of the UK’s London Digital Security Center that
offers cybersecurity awareness, education, and guidance primarily to SMEs based in London. In the case
study, a survey is used to collect quantitative and qualitative data from member SMEs. Finally, by utilizing
the best practices in research and industry (identified from the literature review) and findings from the case
study, the authors crafted their proposition. The framework comprises the following five primary areas, also
shown in Figure 14.

Initial engagement with SMEs: It mainly emphasizes reaching out to SMEs. This can be done by
visiting SMEs with trusted parties; making a presence at events, workshops, and conferences
attended by SMEs; conducting SME-focused seminars, events, and workshops; and building
relationships with industry and trade bodies that target SMEs.

Improving security practices & culture: This includes conducting CSA programs in SMEs. This is
done by establishing the needs of CSA in SMEs followed by planning, implementing, and reviewing
necessary CSA programs.

Program resources: This is related to identifying and preparing appropriate CSA resources and
services that are freely available.
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o Trusted third-party resources/services: This recommends partnering with vetted third parties who
can offer CSA services and resources at reduced costs.
e Communication strategy: This emphasizes the importance of appropriate communication channels
so that relevant security information can be delivered to SMEs in a timely manner.

I

Initial Engagement with SMEs:

1. Consider visiting SMEs at their place
of work, ideally with other trusted
individuals or organisations

2. Establish a presence at local events,

conferences and workshops that
SMEs regularly attend

3.  Build relationships with industry

and trade bodies, especially those
that target SMEs

4. Conduct (and publicise) SME-focused

events, seminars and workshops
focused on specific SME problems
and solutions

~

-

Improving Security Practices & Culture:

1.  Cybersecurity audit, concentrated

on posture and culture of the

organisation*

» E.g., Support via understanding ‘at
risk’ digital footprint, internal
security policies, procedures and
systems

2. Develop plans to address the risks
discovered, with a special focus on
cybersecurity education, awareness
and training
« E.g., Support via internal

programme and third-party

resources and services

3. Implement, test and refine proposed
cybersecurity solutions*
» E.g., Support via awareness
metrics and templates that can be
used for testing

4. Review changes in security posture
and culture

-

-

\.

Programme Resources:

1. Maintain a vetted list of security
practice (e.g., systems, tools) and
awareness materials (e.g., reports,
training guides, videos, poster
templates) freely accessible to SMEs

2. Conduct SME-focused events,
seminars and workshops, on general
and specific topics

w

Trusted Third-Party Resources/Services:

1. Maintain a vetted list of trusted third-
party cybersecurity service providers
suitable for SMEs

2. Partner with trusted third-parties to
allow SMEs to access services at
reduced costs

3. Regularly re-examine the trusted list
of providers and update as appropriate*

J

Communication strategy: Open regular communications channels, e.g., email updates, drop-in sessions, workshops announcements*

Figure 14: A CSA program for SMES/SMBs [2]
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