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Abstract

The concept of cloud computing relies on central large datacentres with huge amounts of computational power.
The rapidly growing Internet of Things with its vast amount of data showed that this architecture produces
costly, inefficient and in some cases infeasible communication. Thus, fog computing, a new architecture with
distributed computational power closer to the IoT devices was developed. So far, this decentralised fog-oriented
architecture has only been used for performance and resource management improvements.

We show how it could also be used for improving the users’ privacy. For that purpose, we map privacy patterns
to the IoT / fog computing / cloud computing architecture. Privacy patterns are software design patterns with the
focus to translate "privacy-by-design" into practical advice. As a proof of concept, for each of the used privacy
patterns we give an example from a smart vehicles scenario to illustrate how they could improve the users’
privacy.
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1. Introduction

With an estimated number of 50 billion ubiquitous, interconnected devices by the year 2020 the Internet of
Things (IoT) is growing rapidly [9]. Since its beginning, the IoT concept is relying on a strong computing
infrastructure built on cloud computing services [4]. However, new concepts and technologies to manage the
huge amount of devices gain importance. The backbone evolved into a more heterogeneous concept which is
known as fog (or sometimes mist or edge) computing. A literature survey by Thien and Colomo-Palacios [37]
showed that the main purposes or developments of the architecture addressed six different areas: resource
management, energy efficiency, offloading, data processing, performance enhancement and networking. All of
these are merely performance problems.

However, privacy concerns in the IoT are not only a research topic [14], but have arrived at customers which
were spied by their devices [10, 13]. Adams [1] notes that due to the nature of IoT devices and the way they
collect information, their use leads to a higher risk of having information collected and shared. Often the IoT
devices and sensors come together with mobile apps. Papageorgiou et al. [26] discovered in the mobile health
domain that most of the apps do not follow well-known practices and guidelines and jeopardizing the
privacy of millions of users. Weinberg et al. add that in the ToT environment the user faces a trade-off
between convenience and privacy [39]. Moreover, Adams [1] and Walker [38] found that the regulators cannot
keep up with the advances in the market, e.g. because of the speed with which data is exchanged. Apparently,
privacy notices or policies could reduce the risk of disclosing personal information, but customers are
increasingly frustrated with them [20, 21]. Since this discovery, not much has changed, as a recent study on IoT
privacy policies shows [25].

We argue that in particular with the General Data Protection Regulation (GDPR) which has just become
effective, more emphasis should be put on designing privacy-friendly services (privacy by design). Therefore,
we investigate how the different characteristics within the IoT / Cloud / Fog architecture could be used to
improve the users’ privacy.

The remainder of this work is organized as follows. Section 2 gives a brief introduction into fog computing and
describes related work, in particular about privacy in IoT environments and privacy patterns. In Section 3
suitable privacy patterns are mapped to the IoT / Cloud / Fog architecture. Section 4 gives some examples using
scenarios of smart vehicles for (partially) autonomous driving. Section 5 discusses the findings and concludes
this work.

2. Background and Related Work

In this section, we first briefly sketch the differences between cloud and fog computing and how they work
together with IoT devices. Next, we describe work on privacy for IoT systems including relevant work on fog
and cloud computing when appropriate. Since our work strongly relies on it, we also address research on privacy
patterns.

2.1 Fog Computing Conceptual Model

Our description of the conceptual model for fog computing follows the NIST special publication [12]. The idea
of cloud computing was to have central large datacentres with huge amounts of computational power. However,
it has been shown that with the exponential growth of IoT devices and the amount of data they produce this
architecture produces costly, inefficient and in some cases infeasible communication [42]. This is in particular
true for services with low latency requirements, e.g. real-time interactions. In order to achieve minimal latency
and reduce costs, a new architecture with distributed computational power closer to the IoT devices was
developed — fog computing (cf. Fig. 1). In this architecture, a substantial amount of data processing is done in
decentralised, distributed nodes and thus complementing the centralized cloud computing model when serving
IoT devices. According to the NIST report [12], no clear distinction between the names fog computing, edge
computing, mist computing or cloudlets exist. However, following Bonomi et al. [3] edge computing is the
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Fig 1: 3 layer service delivery model

underlying principle which allows data storage and computation at the edge of the network, and thus close to

the end users.

Figure 1 shows the three layer service delivery model, where fog nodes reside between the IoT devices and the

cloud service. Fog computing is not a replacement but an extension to the cloud computing architecture [2].

Naturally, the fog notes are context-aware, e.g. they know about their location. Fog nodes can be clustered

vertically to allow isolation or horizontally to support federation. According to NIST [12] and Thien and

Colomo-Palacios [37], fog computing has the following essential characteristics:

Contextual location awareness, and low latency: Since the fog nodes are closer or often even co-
located to the IoT devices, responses by these nodes can be delivered faster than by the centralised
cloud computing system. Natively, the nodes know about their logical location in the context of the
whole computational system.

Geographical distribution: In contrast to the centralised cloud computing paradigm, fog nodes are
widely distributed and geographically identifiable. This is necessary to provide services for example to
vehicles. The fog computing nodes can be distributed along the track the vehicle is moving on.

Heterogeneity: In contrast to cloud computing, where there is only one large node, fog computing
nodes can consist of different forms and types of computing nodes.

Interoperability and federation: In order to achieve seamless service distribution, the cooperation of
different providers is needed.

Real-time interactions: Natively, applications which involve real-time interactions make use of fog
computing while traditional batch processing can still be performed in cloud computing services.

Scalability and agility of federated, fog-node clusters: New clusters of fog computing nodes can easily
be added or existing clusters can be extended.

Edge analytics: Fog computing can support analysing data locally instead of sending it to the cloud for
analysis.



2.2 Privacy in the IoT

Kumar and Patel [15] give a very high level overview of privacy concerns in the IoT. They build the four groups
of privacy in the device, during communication, in storage and at processing. Analogous, Martinez-Balleste et
al. [19] identify privacy threats in Smart Cities and group them into the five dimensions: identity privacy, query
privacy, location privacy, footprint privacy, and owner privacy. In a next step they point to technologies that
could address these threats.

Kowatsch and Maass [14] addressed privacy concerns and acceptance of IoT services from the perspective of
information systems. They proposed and tested an instrument to evaluate IoT services by extending the privacy
calculus model [7] and combining it with the Technology Acceptance Model [5]. Their goal was to gain insights
about the users’ willingness to share information to use IoT services to provide recommendations to policy
makers and developers how to design privacy-aware IoT services.

Kozlov et al. [16] discuss security and privacy threats in the IoT architecture and also connect them to EU
legislation. They do not mention the cloud or edge computing paradigms, but have a very similar architecture
where they elaborate on privacy and security threats. One of their conclusions is that many threats are similar to
those in already existing architectures. Complementarily, Lee et al. [17] focus on security issues in the fog
computing supported IoT cloud and argue that its adoption introduces several unique security and privacy
threats. Stojmenovic et al. [34, 35] studied issues such as security, demand response, privacy, fault tolerance in
the context of fog computing. They in particular focus on man-in-the-middle attacks and sketch how to adapt a
data aggregation scheme from Lu et al. [18] to address privacy issues. In their extensive work, which is focused
on security threats, Ni et al. [22] also list some privacy threats along with discussing security and privacy
requirements and state-of-the-art solutions in fog computing. Tayeb et al. [36] and Sadeghi et al. [30] focus on
an industrial viewpoint and discuss security threats and challenges separately for all the layers. They point out
that industrial systems are an attractive target since they generate, process and exchange vast amounts of
security-critical and privacy-sensitive data. This way they show that security and privacy are often two sides of
the same coin. Yi et al. [40] highlight privacy issues in data privacy, usage privacy, and location privacy on the
new aspects of fog computing by surveying the literature.

However, only few of these works propose approaches on how to address privacy issues. Those who do, rarely
make use of the specific architecture of fog computing to improve the users’ privacy. Closest to our work is the
work from Rahman et al. [27] who discuss and compare IoT programming frameworks in order to give some
guidance to find the most suitable. For that purpose, Rahman et al. define a taxonomy to classify the architecture
which makes essential architectural aspects explicit in order to compare the aspects’ influence on functional
properties. Among other features, privacy issues are also discussed. Naturally, the decision for a programming
framework is on a different level than the application of privacy patterns in the IoT architecture. Thus, the
guidance points in the same direction but towards different levels of abstraction compared with our work.

2.3 Privacy Patterns

Patterns are a useful method — often used in software design — to describe already known solutions and best
practices for design problems [11]. Yoder and Baraclow were the first who developed patterns to address
information security issues [41].Based on the Common Criteria [43] Schumacher identified two user-focused
privacy patterns [31]. Privacy patterns can be considered to be a subset of design patterns with the focus to
translate "privacy-by-design" into practical advice for software engineering [45].

The have been contributions to privacy patterns since the beginning of the two-thousands, although some of
them do not include the term privacy pattern. Schiimmer introduces six patterns and groups them into the two
categories: blocking personal information from being transmitted from the user and filtering information sent
from others to the user [32]. Romanosky et al. [29] identify three privacy patterns for web-based activity. Graf et
al. [11] describe the development of User Interfaces Patterns for Privacy Enhancing Technologies (PET).

Doty and Gupta [8] note a lack of concrete guidance for implementing Privacy-by-Design. Therefore, they
proposed privacy design patterns adapted from software engineering design patterns and established a site to
allow a collaborative collection and development of privacy patterns [45]. The privacy patterns website aims to
standardize the language for privacy-preserving technologies, to document common solutions to privacy



problems and to help designers identify and address privacy concerns. In a similar manner, the Privacy Design
Pattern Library Website [46] provides a pattern library for making privacy policies understandable. Both
libraries [45, 46] provide a database where common patterns can be looked up and searched.

3. Mapping Privacy Patterns to Architecture Considerations
Ni et al. [22] list four aspects of information which is privacy relevant in the IoT.

e Identity Information: Any information that can link to a specific user, e.g. name, address, telephone
number, credit card number or public-key certificate.

e Data: Various sensitive information, such as a user’s preferences, occupation, health status and
political inclination.

e Usage Information: Usage pattern with which a user utilizes the services offered, e.g. the readings of a

smart meter.

o Location Information: With location information an attacker is able to identify a user’s trajectory,
identity, points of interest. It seems that location privacy is a kind of privacy that we have to sacrifice to
use online services, such as navigation and location-based services.

In the following subsections, we first introduce a privacy pattern (if possible) based on the PrivacyPatterns
Website [45] and then show how it can be applied to the ToT with the cloud / fog computing architecture behind.
We only discuss privacy patterns where the characteristics of the specific IoT / cloud computing / fog computing
architecture can be exploited.

3.1 Personal Data Store

The main idea of the “Personal Data Store” privacy pattern is that users keep control on their personal data and
store it on a personal device. The pattern can only be applied for data produced by the user and not for data
produced by a third party. The pattern aims to prevent the user to lose control over their data when submitting it
to a server operated by a third party or storing it there.

For IoT devices this could mean that identity information or data is stored locally and (if possible) computations
are also done locally (see Fig. 2). If the [oT device is too small and has too little computational power, a
workaround would be to make use of the user’s mobile phone. Many devices connect to the Internet via the
user’s phone or they use the user’s phone with an app as interface to control the device. Often the data is stored
in the cloud and accessed by the phone’s app. If this cannot be changed, a possibility would be that the ToT
device encrypts the data and the decryption key is on the mobile phone while the cloud respectively fog nodes
do not have the decryption key. Nowadays, many mobile phones offer a decent level of computational power.
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Fig. 2: Personal Data Store at IoT Devices or the Mobile Phone



3.2 Data Isolation at Different Entities

The main idea of the “Data Isolation at Different Entities” privacy pattern is that if data or usage information is
distributed among several entities, all of the entities can only see a part of the data. This improves the users’
privacy since it gets harder to profile him/her.

In the determined architecture, the fog nodes or clusters would be an excellent layer to enforce isolation. As
already stated, if fog nodes are clustered vertically, each cluster can belong to a different organisation
respectively provider. Note that this privacy pattern does not prevent collusion attacks. Several providers could
exchange information to profile a single user or a group of users. Since the unauthorized exchange of data does
not need to use the IoT infrastructure, and thus cannot be controlled, the easiest way to prevent it are legal
arrangements. This pattern can be easily combined with the following patterns “Decoupling Content and
Location Visibility”, “Added Noise Measurement Obfuscation™ and “Data Aggregation”.
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Fig. 3: Data Isolation at Different Entities

3.3 Decoupling Content and Location Information Visibility

Users often share content in socially oriented services. Since many consumer devices, e.g. mobile phones, have
location data available, applications may attach location information when uploading data. However, in fog
computing environments it is difficult to protect the users’ locations as users normally access the services
provided by the nearest fog node. This node can then assume the user is nearby, and thus infer about the users’
location [22]. On the other hand, it would be possible that each fog node can specifically monitor if a user is
transmitting location information and then either make the user aware or remove this information (see Fig. 4).



Additionally, if users access the same service at multiple fog nodes their movement can be disclosed. This can
be countered by vertically clustering the fog nodes as already discussed in the previous subsection.

3.4 Added Noise Measurement Obfuscation
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Fig. 4: Decoupling, Noise Adding and Aggregation of Data at the Fog Nodes

If users repeatedly use a resource over time, detailed measurement may reveal further information about the
users such as personal habits. This privacy pattern suggest to add some noise to the measurements which cancel
itself in the long term.

In this case the fog nodes could add the noise if run by a provider the user trusts, so that the cloud service
provider only gets the noisy data (see Fig. 4). Users who do not trust the fog computing provider, could do the
same on their mobile phone if the loT device connects through it to the fog or the cloud computing service.
However, the implementation depends a lot on what usage information it is and for what purpose it is collected.
A provider probably wouldn’t allow the users to add noise by themselves if the information is used for billing
purposes. Additionally, a tradeoff between the usefulness of the data and the protection of the user’s privacy is
required. The more noise is added, the less useful the data is, but the better the user’s privacy is protected.

3.5 Aggregation of Data

Analogous to the previous privacy pattern, where noise was added, another possibility to prevent the leakage of
further information is the aggregation of data. For example the usage information of multiple users or the usage
information of a single user aggregated over time.

Analogous to the adding of noise, the aggregation can either be done by a trustworthy provider or (in the case of
aggregation over time) by the users (see Fig. 4). The same restrictions and considerations apply. However,
depending on the purpose, the aggregation can be done with homomorphic encryption as described in the next
subsection.

3.6 Aggregation Gateway

The use case for the “Aggregation Gateway™ privacy pattern is when a service provider needs a continuous
measurement and adding noise is not acceptable. This problem can be solved by using homomorphic encryption
(e.g. Paillier [24]) and a trusted third party aggregating the measurements of multiple users.



Each measurement is encrypted by the [oT device or the user’s mobile phone. The key is shared between the fog
node and the IoT devices, e.g. by making use of Shamir’s Secret Sharing Scheme [33]. The encrypted
measurements from a group of users are transmitted to the cloud computing provider. Since the data passes
through a fog computing node, which may have the decryption key, an additional encryption, e.g. transport layer
security (TLS) [6] needs to be applied. Since the measurements have been encrypted with a homomorphic
encryption system, the cloud is able to operate on the data and, e.g. can aggregate it, without being able to

Cloud
Computing

\poregate

Fog
Computing

=
RS

&= &
Edge LA “g”

s & S @ @ @

Fig. 5: Aggregation Gateway
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access the data in clear. The result of the computation, e.g. the aggregation, can then be sent to the fog node.
With the previously shared secret, the fog node can decrypt the result and access it in clear without knowing
about the individual values of the different users respectively devices (see Fig. 5). It is worth to mention that
homomorphic encryption in general has additional computational costs, but the aggregation operation when
applying this privacy pattern to the [oT architecture is located at the party with the most computational power.
For a state-of-the-art scheme, we refer the reader to recent work from Okay and Ozdemir [23].

3.7 Single Point of Contact

With distributed storage, a specialised privacy management becomes necessary, the “Single Point of Contact™.
The Single Point of Contact should be able to issue security tokens, authenticate local domain users as an
Identity Service Provider, certify attributes as an Attribute Provider, and accept external claims as a Relying
Party.



The cloud computing service can manage and coordinate the storage on different fog nodes by providing the
services described above (see Fig. 6).
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Fig. 6: Single Point of Contact

4. Evaluation of the Patterns by Applying the Privacy Patterns in the Smart Vehicles Scenario

In order to demonstrate the applicability of privacy patterns, we also show how they could be applied in a
typical [oT / Fog Computing scenario. Thien and Colomo-Palacios [37] found five relevant scenarios in the
literature survey about fog computing: healthcare, smart grid, smart vehicles, urgent computing (e.g. disaster
support) and augmented reality. For all those scenarios, one can easily come up with a connection to loT
(sensors). In order to have one coherent scenario for all seven patterns, we chose smart vehicles to demonstrate
how the privacy pattern can be applied in practise. For that purpose, we build on former work from Rannenberg
[28] which investigates privacy issues in smart vehicles, especially in relation to autonomous driving. We
briefly sketch the scenario in the next subsection before we can apply the privacy patterns.

4.1 The Smart Vehicles Scenario

Smart vehicles describes the automation of vehicles to support the driver and often involves the use of artificial
intelligence. The support of the driver ranges from warnings through driving assistance, automation of some
tasks to fully autonomous driving. For a systematic evaluation, the standard J3016 from SAE provides six levels
with a detailed description of each automation level [44]. Rannenberg [28] notes that an autonomous car relies
much more on interaction with the outside world than a human-driven car. This raises privacy concerns and
motivates Rannenberg to analyse data flows and corresponding privacy impact. For that purpose, Rannenberg
defines four use cases. The first two of them are sufficient to apply the privacy patterns discussed in Section 3.

Use Case 1: Interstate Pilot Using Driver for Extended Availability

The driving robot takes over the driving task, but only on interstates or interstate-like expressways. During
autonomous journeys, drivers become passengers who can take their hands off the steering wheel and feet off
the pedals and pursue other activities. The driving robot coordinates a safe handover to the driver and may even
stop the car at a safe place if needed. We assume for our application of the privacy patterns that there is a fog
computing infrastructure along the interstate.

Use Case 2: Autonomous Valet Parking
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The driving robot parks the vehicle at a nearby or remote location after the users have exited and cargo has been
unloaded. The driving robot drives the vehicle from the parking location to a desired destination. The driving
robot re-parks the vehicle. The driver saves the time of finding a parking spot as well as of walking to/from a
remote parking spot. In addition, access to the vehicle is eased (spatially and temporally). Additional parking
space is used more efficiently and search for parking is arranged more efficiently. We assume for our
application of the privacy patterns that there is a fog node at each parking location.

4.2 Application of the Privacy Patterns

For each of the privacy patterns discussed in Section 3, we show how they would be applied to the scenario
discussed above for a more privacy friendly design of services.

Personal Data Store

The idea of the personal data store was that information is not stored in a central database but under the control
of the user. Rannenberg already argues that for “data stored in a car are under the sole control of the car’s owner
or driver, [...] determining responsibility for these data may be relatively easy” [28, p.503]. This holds for
several of the scenarios for smart vehicles and is in line with the privacy pattern of “Personal Data Storage”.

In Use Case 2, traffic control centres or other entities involved in the choice of parking spaces should not ask the
drivers or passengers for all kinds of priorities for a parking space or route, but instead give some options, so
that the user or a local system assisting the user, can choose. This reduces the risk of a centralized processing of
users’ attitudes with regards to prices and locational preferences [28, p. 513].

Data Isolation at Different Entities

The idea of data isolation at different entities was to avoid building full profiles on the user and restrict each
entity to only a part of the data. In Use Case 1, with different fog clusters along the interstate, the route of the
vehicle, respectively user cannot be tracked that easily — if the fog clusters belong to different entities. In Use
Case 2, the driver might have different preferences and habits at different locations. By isolating this data,
building profiles is made more difficult.

Decoupling Content and Location Information Visibility

The idea of decoupling content and location information visibility was to avoid that one entity learns
characteristics about the user along with his or her location. In Use Case 1, the manufacturer of the car might be
interested in some usage statistics of the car. However, there is no need that the manufacturer learns the location
information. In Use Case 2, the location cannot be hidden, thus the aim would be a minimisation of all other
data collected at the fog responsible for coordinating the parking.

Added-noise Measurement Obfuscation

The idea added-noise measurement obfuscation was to hide certain characteristics by blurring the data. In Use
Case 1, traffic and congestion analysis does not need to identify individual cars or even drivers. For that purpose
it can be helpful to add noise to the data in order to hide certain characteristics of the car, e.g. maximum
acceleration, which might lead to an identification of the car and thus reduce set of possible cars and
respectively drivers and owners. In Use Case 2, the exact location of the car might be blurred when sending
requests for free parking spaces.

Aggregation of Data
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The idea of data aggregation is to not allow a certain entity to see single data. Analogous to the previous
application in Use Case 1, in order to hinder the identifiability of individual cars, for traffic and congestion
analysis it may be sufficient to work with aggregated values.

Aggregation Gateway

An aggregation gateway ensures the aggregation of data to not allow certain entities to still do their task but
withou getting individuals’ data. An application of this privacy pattern would be the emission of the cars in Use
Case 1. If we assume that each car can report about its emission, their emission values could be aggregated by a
central authority. If all cars within an area form a group, the aggregation could give some indication about the
air quality in that area.

Single Point of Contact

The Single Point of Contact orchestrates distributed service providers. In Use Case 1, a central authority would
need to organise the different fog clusters along the interstate. The central authority could issue security tokens,
authenticate local domain users and provide payment services for the users make use of paid services.

5. Conclusion and Future Work

We applied seven privacy patterns to the IoT / Cloud Computing / Fog Computing architecture. By applying
them to use cases from the smart vehicle scenario, we could demonstrate that they are applicable to real world
scenarios. If used in the described manner, all of the privacy patterns can be used to improve the users’ privacy.
However, it is noteworthy to mention that not all of the patterns can be applied in every case. In particular, if
certain properties of fog computing are desired, e.g. a low latency, this might prevent additional overhead
caused by encryption or layers or redirection.

Additionally, with the lack of sufficient security protection causing IoT devices to be vulnerable to be hacked,
broken or stolen [40], a general question arises. Is the data more secure if it is stored at the IoT nodes or at a
central database of the cloud? To address this question one must make assumptions about possible and the most
dangerous attackers in each case and in particular about the trustworthiness of the cloud and fog service
providers. A general guideline is that the cloud and fog computing nodes will be more secure than the IoT
nodes, so it will be less likely that they will be successfully attacked. On the other hand, the fog and cloud
computing nodes are run by a third party with its own interests. Therefore, the question arises how trustworthy
this party is.

In the same manner, it is not always clear, if users are able to control their data more easily if it is stored closer
to them, but distributed (fog nodes) or if it is stored further away, but therefore centralised (cloud node).

We appreciate further research on the security and privacy relating to the storage of the data, the application of
further privacy patterns to the IoT / Cloud Computing / Fog Computing architecture and thinking of further
examples, in particular if there is a trade-off between performance and privacy.
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