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Abstract. Serious games seem to be a good alternative to traditional
trainings since they are supposed to be more entertaining and engaging.
However, serious games also create specific challenges: The serious games
should not only be adapted to specific target groups, but also be capa-
ble of addressing recent attacks. Furthermore, evaluation of the serious
games turns out to be challenging. While this already holds for serious
games in general, it is even more difficult for serious games on security
and privacy awareness. On the one hand, because it is hard to measure
security and privacy awareness. On the other hand, because both of these
topics are currently often in the main stream media requiring to make
sure that a measured change really results from the game session. This
paper briefly introduces three serious games to counter social engineer-
ing attacks and one serious game to raise privacy awareness. Based on
the introduced games the raised challenges are discussed and partially
existing solutions are presented.

Keywords: Serious Games - Security Awareness - Privacy Awareness -
Social Engineering

1 Introduction

Huizinga [28] discusses the importance of the play element in culture and points
out that games have a long history, animals already played long before humanity
arose: ”Play is older than culture, for culture, however inadequately defined,
always presupposes human society, and animals have not waited for man to
teach them their playing.“ While one of the most significant aspects of play is
that it is fun, it was only natural to explore the application of games for other
purposes than entertainment. Abt [1] coined the term “serious games” in the
70s, although the idea was not new at that time. The “Landlord’s game”, a
predecessor of Monopoly, was already created in 1902 to illustrate the dangers
of capitalist approaches [39].

The main challenge of designing serious games is to keep the balance between
entertainment and other purposes [20]. As the boundaries between playing and
not playing are fuzzy [47], whether the designer succeeds will also depend on
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the players’ target group of the game. However, compared to traditional forms
of learning serious games are more entertaining and engaging, and have demon-
strated a potential in industrial education and training disciplines [45].

To foster the discussion, selected games to counter social engineering attacks
and raise privacy awareness will be sketched in Sect. 2. Sect. 3 discusses the
challenge of creating appropriate content for a specific target group and to cope
with permanently changing attacks. Sect. 4 discusses different types of evaluat-
ing the game along with specific challenges for evaluating security and privacy
awareness. Sect. 5 concludes the paper.

2 Sample Serious Games to Prevent Social Engineering
and Raise Privacy Awareness

Social Engineering is defined as a technique that exploits human weaknesses and
aims to manipulate people into breaking normal security procedures [33]. It is
expected that machine learning techniques surface as new powerful tools in the
social engineering area [8] while defenders still have a lack of tool support [6].

In general, companies have two main strategies to defend against social en-
gineering attacks: social engineering penetration testing [55] or raising the se-
curity awareness via campaigns or trainings. For social engineering penetration
testing, the penetration testers are supposed to attack the employees and find
vulnerabilities. Unfortunately, experiments have shown that this approach can
lead to employees becoming demotivated when confronted with the results of
the test [16]. Furthermore, the social engineering penetration tests may interfere
with the employees’ right of personality, resulting in ethical [25] and legal [56]
issues.

While traditional security awareness training may prove successful in par-
ticular against phishing, often the training is conducted in a way that it does
not have a long lasting effect [52]. As already discussed in the previous section,
serious games may be a viable alternative.

There is a number of serious board games targeting different aspects of secu-
rity awareness, such as Collect it All [30, 9, 31], Control Alt Hack [12, 13, 14, 23,
15], d0x3d [23, 22], Decisions and Disruptions [7], Elevation of Privileges [51, 50],
Operation Digitale Schlange [44, 43], and the ISMS card game [54].

As a foundation for our discussion, we introduce the three serious games
HATCH, PROTECT and the CyberSecurity Awareness Quiz in this section
which all aim to counter social engineering attacks. Their relation is shown in
Fig. 1 [34] and will be further elaborated in the next subsections. HATCH is a
physical card game and PROTECT and the CyberSecurity Awareness Quiz are
digital games which have also been integrated in the TREAT-ARREST project’s
cyber ranges platform [26]. Additionally to the serious security games, we also
briefly introduce the serious game LEECH which is not connected to the previ-
ously described games and aims to increase the players’ privacy awareness.
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Fig. 1: Relation of HATCH, PROTECT and CyberSecurity Awareness Quiz [34]

2.1 HATCH

Schaab et al. [48] examined the psychological principles of social engineering
and investigated which psychological techniques induce resistance to persuasion
applicable for social engineering. Based on the identified gaps [49], the serious
game HATCH [5] is proposed to foster the players’ understanding of social engi-
neering attacks. When playing HATCH, players attack personas in a virtual sce-
nario based on cards with psychological principals and social engineering attacks.
While personas are by definition imaginary, they provide a realistic descriptions
of stakeholders or in this case employees, who have names, jobs, feelings, goals,
and certain needs [18]. This way players can learn about the attackers’ per-
spective, their vulnerabilities and get a better understanding of potential attack
vectors. Fig. 2a shows a scenario plan for small energy providers [11, 38] and
Fig. 2b describes one of the personas from the scenario.

Jonas

Jonas is an accountant and takes care
of finance, in particular of invoices from
suppliers.
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He is familiar with data analysis and da-
tabases.

He is concerned regarding the availability
and integrity of the databases.

Jonas spends a lot of time learning new
analysis methods.

(a) Scenario Plan (b) Persona Card: Jonas, Accountant

Fig. 2: HATCH
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However, HATCH can not only be used for training purposes but also to elicit
security requirements to prevent social engineering [4]. Instead of the virtual
personas, players describe social engineering attacks on their colleagues. Since
players know their colleagues, no persona descriptions are necessary and players
can exploit their knowledge about processes in their work environment, i. e. about
how to cut through the red tape and informal ways of handling tasks. As a result,
at the end of the game a list of potential attacks can be investigated by the IT
department.

2.2 PROTECT

Based on the derived security requirements it is possible to adapt the organi-
zation’s security policies. Since security policies are documents often unread by
the users, the serious game PROTECT was developed to train users in behaving
according to the organization’s security policies [21]. PROTECT is the further
development of PERSUADED [2] with the improvement of making the game
more configurable and an improved graphical user interface as shown in Fig. 3a.
Both games are digital card games where players have to defend against at-
tacks with the correct defenses in a solitaire like game type. Special cards allow
users to peak on the card pile and skip attack cards when they do not hold the
corresponding defenses.

CyberSecurity Awareness Quiz
single Quiz

What is the biggest threat in this scenario?

T T
1:44 ] 1/10

(a) PROTECT (b) CyberSecurity Awareness Quiz

Fig. 3: Graphical User Interfaces for Serious Games

2.3 CyberSecurity Awareness Quiz

Attackers adapt their attacks based on recent events, e. g., such as the COVID-19
pandemic [46], and naturally security policies can not be adapted too often and
fast enough. Therefore, it is also important to raise the employees’ awareness
about recent attacks or attack variations. For that purpose, we propose the
CyberSecurity Awareness Quiz [35] which allows to add new content with only
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little effort. Fig. 3b shows the user interface for the players. We also propose a
process for the timely development of new questions based on recent attacks.
For that purpose, several relevant news feeds and websites are used as input. If
adequate attacks are identified questions on the attack are derived along with
correct and incorrect answers. The quiz content editor may then group selected
questions to form a quiz or select all questions matching a certain keyword. In
future work we intend to investigate by user studies if the implementation is also
perceived as lightweight by the players and if players perceive the game suitable
for occasional playing.

2.4 Leech

In contrast to the previous three games, Leech does not address security aware-
ness, but privacy awareness. As a continuation to work on an assessment frame-
work for privacy policies of Internet of Things Services [41] based on particular
General Data Protection Regulation (GDPR) [42] requirements, the serious game
Leech was developed. The aim of is Leech is to foster players’ learning about the
contents and structure of privacy policies so that they get a rough understanding
what to expect in privacy policies. Leech is an adventure game (cf. Fig. 4a) and
the player has to solve quests to complete the game. Two of the tasks are imple-
mented as a mini game, i.e. sorting snippets of a privacy policy, (cf. Fig. 4b) to
allow more complexity. Two pre-tests led to promising results and a quantita-
tive evaluation of the game is planned as the next step by investigating players’
online privacy literacy, demographics, values on privacy policies, actions within
the game, and their in-game experience [37].

1. Name and address of the responsible person
IV. Use of cookies

11. Name and address of the data protection officer

The data protection officer of the responsible person is: Weber Webservices, Netzstrasse 1,
12345 Funkloch,

1l. Purpose of data processing and legal basis

SoringGamo [

Hey, you're the data protection officer of

){g ) our company, right?
»’

v

& unity WebGL
(a) Main Game (b) Mini Game

Fig. 4: Leech
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3 Game Content Creation and Adaption

Even if the main idea and game mechanics of a serious game are already finished,
the content of the game needs to be designed or may need to be adapted later.
In this section, we discuss two challenges regarding the content: Adapting it to
the appropriate target group and adapting it to recent attacks.

3.1 Adressing Target Groups

Similar to awareness campaigns, the scope of serious games should be as specific
as possible to the target audience [3]. One can already see from the different
nature of the proposed games, that each of the games needs different content. For
HATCH scenarios and persona descriptions need to be created. For PROTECT
attack descriptions and matching defense pairs need to be created and for the
CyberSecurity Awareness Quiz a catalog of questions along with correct and
not so easy to determine wrong answers needs to be created. We will cover the
creation of quiz questions in the next subsection and further elaborate on the
most difficult task: Creating scenarios for HATCH.

We propose a systematic approach based on grounded theory as proposed
by Faily and Flechais [18] (cf. Fig. 5). By conducting interviews with relevant
stakeholders, systematically coding the answers, and grouping the codes different
properties for the personas can be derived [27]. We have evaluated the approach
by building a virtual scenario for consultant companies. The approach worked
well and we obtained a reasonable scenario. However, the approach was quite
time consuming, thus we propose further research in lightweight approaches
which allow the creation of appropriate scenarios with less effort.

Transcript Propositions Scenario
All interviews were From the codings Based on the categorized
transcribed (in German) propositions were derived propositions the scenario
Stage 1 Stage 3 Stage 5 was created
o o o o o o
O O O O O O

Interviews Coding Categories

9 interviews were Transcripts were coded Propositions were
conducted grouped into categories

Fig. 5: Content Creation Process for HATCH [27]

3.2 Addressing Recent Attacks

Another challenge is to address the attackers’ adaption of attacks. Naturally, the
time span from discovering new types of attack, adapting the security policies
and training the players in the new security policy is too long to be an effective
tool. During the process of improving the security policies, the attacker might
already have changed their attack theme.
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In general, one would not want to wait until recent attacks start attacking
the organization’s employees, but rather try to prepare them beforehand. As a
consequence, relying on public available information on attacks already observed
in the wild seems to be a viable option. For that purpose appropriate web re-
sources like news and security websites, feeds, blogs or even twitter accounts
which publish content related to social engineering attacks need to be collected.
Content which is presented in a structured manner is in general preferable, as
it might allow an automation. Figure 6 shows an overview of the steps for a
possible information procurement [35] for the CyberSecurity Awareness Quiz:

Game content

editor
1. Research for appropriate . 7. Assess web feed

web feed services

6. Review of original content - 5. Notify for new content

ﬂ 3. Pull new web (_
feeds Feed 4. Notify for Content
_____________ | _5| Aggregator new content Manager
Web feeds
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to relevant
web feeds
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Fig. 6: Transforming News about Attacks into Questions [35]

In the initial step of the process, the game content editor will search for
sources which publish content about social engineering attacks and implement
a web feed service. This step will be repeated periodically to check if new ap-
propriate web resources are available. The information from the feed will be
aggregated automatically and if new content is found, the game content editor
will get the new feeds to assess them manually and create new content for the
game, when appropriate.

The CyberSecurity Awareness Quiz was specifically built, to allow the fast
creation of new content. The generation of appropriate question and answer pairs
can be done much faster than the creation of new scenarios for HATCH or the
adaption of the security policies along with the creation of new attack/defense
pairs for PROTECT. This also demonstrates that the serious game does not only
need to be adapted to a specific target group, but also to a specific purpose: Here,
the possibility to react to new attacks in the wild as fast as possible.
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4 Evaluation of Serious Games

There are numerous dimensions to evaluate for serious games. The most
obvious dimensions are the entertainment factor and the effectiveness of the
serious game. However, there are several other dimensions which are worthwhile
to investigate also. One of the aspects is to ensure no harm is done to the players
respectively employees. While this might sound surprising on a first glance, it
can easily be possible that players may be bullied during the game or that their
personal data is exposed. We deal in the next subsection with the challenge of
measuring the effectiveness of the serious game and in the following subsection,
we briefly cover legal and ethical aspects.

4.1 Effectiveness

To the best of our knowledge, regarding the general evaluation of serious games,
there is not much literature. However, there is a literature survey in a related
area on gamification [24], which observes that many papers only report descrip-
tive statistics and only papers are published with either all or at least a part
of the tests were positive (publication bias). Further problems reported were a
small sample size, self-developed questionnaires omitting validated psychomet-
ric measurements, very short time frames, and the lack of control groups. The
literature review also denotes several other points of criticism, such as lack of
clarity in reporting the goals of the game and the results. A similar literature
review was done on positive effects on computer games in general [10], which
also includes a limited number of serious games. Their result was comparable,
in particular, they only found one paper explicitly making use of correlations.
The only study specifically on serious games for CSA from Tioh et al. [53] also
found that evaluations were done with small sample sizes and rather informally.
However, the study also covers only a small set of games.

Although, we did not do a systematic analysis, from the papers on serious
games, we have investigated, we found a similar pattern. In particular, the pat-
terns of a low number of participants, not explicitly and measurable formulated
goals, short time frames of the experiment, i.e. measuring directly after the
game, and the lack of control groups were often seen. In particular long term
measurements, e.g. several weeks after playing the game, would yield in more
interesting insights as many effects might be measurable immediately after the
game, but will vanish when time elapses. Furthermore, since many main stream
media report also about security and privacy incidents, control groups for long
term measurements are unavoidable. This dramatically increases the necessary
effort for evaluating the effectiveness of serious games on security and privacy
awareness. Since the duration of the games can be between a couple of minutes
and several days and participants not only need to play the game, but also par-
ticipate in the evaluation procedure, e.g. filling a questionnaire, the evaluation
of serious games requires significant resources. As a further problem, this may
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also lead to a selection bias, as not all potential players might be willing to
participate in such a time consuming evaluation.

Security and Privacy Awareness One of the problems for security and pri-
vacy awareness is, that it they are hard to measure. Besides the idea of social
engineering penetration testing of the employees, which we have already dis-
cussed, the best way of measuring security or privacy awareness are self-reported
questionnaires such as human aspects of information security [40], security atti-
tudes [19], security behaviour [17], and the online privacy literacy scale[32]. How-
ever, self-reported questionnaires might not be the most reliable measurement,
as they might not only be influenced by the participants’ mood, but participants
also often get annoyed if they need to repeatedly answer the same questions, i. e.
measuring before and after the game. As it is not well researched how repeatably
answering the security and privacy awareness questionnaires might change the
results, this might also effect the results.

4.2 Legal and Ethical Assessment

For the three introduced serious games countering social engineering threats,
HATCH is the most obvious candidate for a legal assessment. On the one hand,
because with real scenarios it may be used with the players as victims in the game
putting their personal data at risk. On the other hand, because PROTECT and
the CyberSecurity Awareness Quiz are both single player games, and therefore
face less risks, e. g. of players bullying each other.

When playing HATCH with a realistic scenario, the employees’ personal in-
formation might be at risk if players use it to describe their attacks. Legal re-
quirements demand a careful consideration of conditions the game can be used
in. Therefore, we provide a legal analysis of the requirements to use HATCH
for threat elicitation [29]. The main outcome is that the virtual scenario may be
used without hesitation since players are not as victims part of the game, and
therefore other players do not attack them in the game. The realistic scenario
should only be used for threat elicitation since the risk of players accidentally or
intentionally exposing other players is real.

While the assessment was specifically investigating HATCH and one would
need to do a legal assessment for each considered serious security game before
playing it in an official context, some general conclusions can be drawn. The most
important question arising is if employees’ personal characteristics are subject
to the game. If they are, the organization needs a justification why a more gentle
type of training without considering the employees’ personal characteristics is
not appropriate. This could be the case if the organization wants to conduct a
threat analysis, for example because there already have been some incidents or
the organization is specifically exposed social engineering attacks and wants to
mitigate that [36].

From an ethical perspective, one needs to also carefully consider other as-
pects, i. e. discrimination. This in particular concerns the virtual scenarios. While
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Ben/Benjamina

Ben/Benjamina works in accounting for ACME
Office. He/she checks for capital account
entries and analyses account information.

Ben/Benjamina knows about data analysis,
database queries, etc. and cares about how IT
works.

His/her main concern is the availability of his/
her computer and the financial data.

Ben/Benjamina spends lots of time to learn
new ways of analysing financial data.

Fig. 7: Gender Inclusive Persona Card for HATCH

it might be natural to develop personas which realistically reflect the situation
in most companies, this might also lead to stereotypes discriminating certain
groups, e.g. females when the managing positions are all modeled with males
and subordinate positions such as cleaning staff are modeled with female per-
sonas. One solution to this problem is to design gender inclusive personas (cf.
Fig. 7). However, this can only be the first step as this version only addresses
gender, but does not consider any minorities.

5 Summary and Conclusion

We have briefly introduced serious games on security and privacy awareness.
Based on the presented games, we have first discussed the challenged to create
content which is appropriate for the players’ target group and covers recent
attacks. Furthermore, we have sketched, that the evaluation of serious games
requires a lot of resources, such as long term experiments with a large sample size



Challenges for Designing Serious Games on Security and Privacy Awareness 11

including control groups in order to be meaningful. Furthermore, in particular for
security and privacy awareness, there is no automated measurement, resulting
in self-reported questionnaires, which may cause problems if they are repeatedly
answered. A systematic, standardized way to measure the outcomes of serious
games may be desirable, although one of the remaining problems will probably
still be to attract participants and in particular motivate them to participate in
a long term study.

We have presented a legal assessment for HATCH. While some aspects can
be transferred to other serious games, in order to use them in a broad manner
in a professional context, individual assessments considering labor law might
be necessary for each of the games. Further challenges of serious games include
measuring dimensions which might not be expected at a first glance. This in
particular refers to discrimination. While we have discussed gender inclusive
persona cards for HATCH, gender was only addressed in a binary form. Future
work could also try to cover further aspects of discrimination, e.g. consider
minorities.
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