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Motivation
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Current attack types

Source: State of Cybersecurity 2019 – Part 2 Current Trends in Attacks, 

Awareness and Governance, 2019, ISACA 



Motivation (cont‘d)
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Game design: Requirements

• Lightweight quiz game

• Playable on mobile devices

• Single and multi-player modes 

• Question are based on

real-world social engineering attacks
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Game design: GUI
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Creation of quiz content
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Information procurement
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Information procurement (cont‘d)
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Information collection



Categorization by metadata
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Categorization by metadata (cont‘d)

• Tagging of questions with metadata, e.g. 

• Attack categories

• Context of victims

• Used technology

• Time of attack

• Geographical spreading
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• Supports the creation of quizzes for certain topics

• Identification of predefined

• questions for new quizzes

• answers for new questions

• Possible compilation of 

quizzes on the fly on the 

basis of indicated 

information

Categorization by metadata (cont‘d)
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Categorization by metadata (cont‘d)
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Example: Adding of predefined questions to quiz



Architecture: Overview

14



Architecture: Quiz Manager
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Architecture: Quiz Pool Editor
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Conclusion

• Fullfilment of all requirements in conceptualization 

• Process for information procurement

• Players motivation through different quiz modes

• Future work

• Implementation

• Evaluation
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Thank you
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