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Legal Basics

* Critical infrastructures: Have particular importance for the functioning of
the community and for securing the basic needs of the population

* Increasing reliance on ICT makes regulation necessary:
* IT-SiG (2015), EU NIS-Directive (2016) and its German Implementation Act (2017)

e Concretization of the definition of critical infrastructure by BSI-KritisV (KRITIS
regulation) of the BMI (two stages: 2016 + 2017)

* Main focus: Significant changes in the BSIG

* Relevance for the energy sector : § 11 para. 1a-1c EnWG — IT-security
measures established by the operators of energy supply networks and
energy facilities (inserted and amended by the IT-SiG and the
Implementation Act of EU NIS-Directive)



Critical Services in the Energy Sector

O

Power supply

Gas supply Fuel and heating oil supply District heating supply

e Centralized/decentralized e Gas production e Crude oil production and e Generation of district
power generation plant e Gas transportation via product manufacturing heat
e Transmission and long-distance e Qil transportation e Distribution of district
distribution networks transmission networks e Fuel and heating oil heat
e Gas distribution to distribution
consumers
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Obligations for Operators of Critical
Infrastructures

INFORMATION FLOWS AND PROTECTION PROCESSES
IN THE IT SECURITY OF CRITICAL INFRASTRUCTURES
AND DIGITAL SERVICE PROVIDERS

Threats to availability, integrity, authenticity and confidentiality of IT systems

N NN

Countermeasures

OPERATORS
Applicability according to
Sec. 2 para. 10, 11, Sec. 10 para, 1 BSIG
m
=
w
>

Sec. 8b, 8¢ BSIG — Notification requirements

Sec. 8a, 8c BSIG — Technical and organisational measures and central reporting point for IT security
(TOM) for IT security of KRITIS and digital service providers
Operators and providers issue urgent reports to the BSI:

»-Measures cor . '-oo'nd to »-Significant disruptions of the IT that led OR might lead to failure/
systems that are essep’.al for »State of the an disruption of the functioning of KRITIS and digital service providers
= 5 L] H \ = ~ e = e
the functioning of KR' (1S and ISMS (ISO 27001’_ BS. T - Information about the disruption, technical conditions, the
digital service pro\ iders baseline protection) assumed/actual cause, the type of the institution/ S
e B3S (UP KR[TIS) installation concerned and about the operator’s sector

P Technical protection of t*.c IT

»KRITIS: Pseudonymised notification principally sufficient,
> Providing evidepr - of TOM identificati rator necessary only in exceptional cases
bv means of ~_urts, controls,
certifications

»-Cost-benefit calculation as .~
adequacy assessment

BSI as central reporting point for IT security:

- Collecting and evaluating information from the operators and
digital service providers (partly in collaboration with the BBK)

o »-Warning and alarm messages
Eva I uatl on P . - Updating situation report about information security

#-Information for operators, providers and supervisory authorities

/ ontact point’ »-Long-term annual reports for the public

- [
CYBERSECURITY STRATEGY OF THE GERMAN FEDERAL GOVERNMENT + EU (2011, 2013, 2016)
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Methodology

* Pre-tests

* within the universities’ research groups and in the national project on CIP

e 2 surveys in autumn 2016 (2018)

(Snail) mailed to all 881 (890) energy providers in Germany

°H

]
61 (84) replies -> response rate 6.9% (9.4%)

* Additional information from workshops ——
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Key Aspects of the Survey

I Company information

% Organizational aspects

ationen
uuuuu

B Network structure and security measures

0 ISMS
* Motivation to introduce an ISMS and expected benefits
* Duration to implement an ISMS
 Effort of the ISMS Implementation
* Planning of the ISMS (only in 2016)
* Maintenance of the ISMS (only in 2018) B B

ooooooo ooooo

ooooooo ooooo
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K
Size of the Participating Energy Providers %

35,00 % 100,00 %
W 2016
25,00 % 80,00 % m very large:
20,00 % 70,00 % >100,000
60,00 % large:
0 1
15,00 % 50.00 % 30,001-100,000
10,00 % 40‘00 % H medium:
5,00 % . 30.00 % 15,001-30,000
0,00 O/D 20 00 0/0 [ | Sma":
' 0-15,000
&S PSS 9\@ 10,00 %
@ & @ o S 0,00 %
% <® 2016 2018
(a) Number of Employees (b) Number of Supply Points

* Spearman’s rank correlation between #employees and #supply points (p-values of 0.725 and 0.496)
* Two-one-sided t-test (TOST) indicates similarity between 2016 and 2018 (¢ = 0.5, p=0.027)
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ISMS Implementation Progress (2

2 1 18 2 1 18
3 100,00 %17 3 100,00 %17
4 16 4 . 16
,00 % i3
5 15 . .;/ . O Finished
7 ©:00 % O Begun
Y o 6 {/‘3 14 ™ Planned
7 13 7 4 ® Not yet planned
8 ' 12
9 g0 U e o 18 Incident-Management Support
(a) 2016 (b) 2018

Table 1: Distribution of finished ISMS implementation phases

Year | jmean| sd IQR 0% 25% 5H0% |75%| 100% n NA
2016 2221 3.12 3 0 0 1 3 17 46 15

2018 14.04] 4.07 4 3 13 15 17 18 57 24
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Perceived Security

60,00 %
mvery large
50,00 % |arg.e
B medium
0
40,00 % msmall
30,00 %
20,00 %
10,00 % l
0.00 % - —
very good good satisfying  sufficient

(a) 2016

60,00 %
50,00 %
40,00 %
30,00 %
20,00 %
10,00 %

0,00 %

- mvery large
large
B medium
msmall
= I .
very good good satisfying  sufficient

(b) 2018

* Independent-samples t-test (t(140)=2.5982, p-value = 0.01):

increase from 2016 to 2018
* No correlation to size

* Weak correlation to finished ISMS phases (2016+2018)
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Costs of the ISMS implementation (2018)

(a) Initial Costs

Size mean sd IQR 0% 25% 50% 75% 100% n .
— S| 56823 75707 50000 3000 10000 30000 60000 300000 17 * Moderate correlation between
= M (180275 )504143 35525 10080 30000 50000 65525 (2000000 15 Y o
: L 64142 90000 30000 60000 80000 150000 250000 15 EP’s size & ISMS costs
— XL | 313500 543240 146500 30000 87500 150000 234000 2000000 12 (p-values between 0.44 and 0_53)
= S 50380 60000 4000 20000 40000 80000 200000 17
= M (115891 245959 50000 20000 30000 45000 80000 15
% L | 102058 53620 65000 25000 60000 100000 125000 0000 17
MOXL | 132769 97367 90000 25000 60000 110000 150000 350000 13
(b) Running Costs * 87% and 96% were supported for
Size | mean sd  IQR 0% 25%  50% 75%  100% n the implementation of the ISMS
—~ S \/:ﬂlé 16789 25000 1000 5000 10000 30000 50000 17
= M 72621 )201748 17500 4320 10000 20000 27500 15 . o/ Wi
£ L 23207 25000 10000 20000 25000 45000 TOOO00 15 Only 55% will be,SUpport.ed _
— XL | 101538 126678 70000 10000 30000 80000 100000 500000 13 support for runnin g and improving
= S iﬁ 12303 7625 1000 2375 6500 10000 50000 16 the ISMS
= M 28125) 47314 10000 5000 10000 15000 20000 200000) 16 :
E L 13968 12500 5000 15000 20000 27500 56000 15

XL | 42285 48445 32500 5000 15000 35000 47500 200000 14

S: small; M: medium; L: large; XL: very large
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plann
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Duration to Implement an ISMS (2018)

40

—_—

1 —small
2 — medium
3 - large

35

.
|

_— 4 — very large

25

20

15

10

(a) Planned Duration (b) Real Duration
Moderate correlation between planned and real duration (p-value: 0.61)

Small correlation between duration and EP’s size (p-value: 0.27/0.23)
Real duration ~20% larger than planning (¥4 months)
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i
ISMS: Motivation, Benefits and Expectations

100,00 %

9000 % 2016 1. Fulfilling Legal Requirements

= 2018 (B)

o onsE 2. Improving Information Security

60,00 % 3. Better Representation of IT

50,00 %

40,00 % Processes

30,00 % .

20,00 % i ' ‘ 4. Better External Representation of
1 2 3 4 5

10,00 % IT Processes

0,00 %
5. (Re-)Structuring of Relevant

(a) Top 5 Reasons 2016 + Benefits and Business Processes
Future Expectations 2018

100,00 % m2018
gggg; 1. Legal Requirements
,00 % ]
70,00 % 2. Business Processes are
60,00 % D d |T
40,00 %
2000 0 3. Increased Threats

B

20,00 % . . Public Discussion on IT-Security
10,00 % . .
0,00 % B - - Outsourcing of Services

1 2 3 4 5

(b) Top 5 Reasons 2018
13
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~State of the Art”

* Development status of advanced processes, establishments or operation
modes, which make seem the practical suitability of a measure to protect
the functionality of IT systems, components or processes against
impairments secure

* = Undefined legal term, which develops with the dynamical structures of
cyber risks

* = Concretization is possible in particular by industry specific safety
standards (B3S)

* B3S for plants or systems for the control/bundling of electrical power (B3S
aggregators)

e Standard for the distribution of district heating (B3S Vv Fw)

* Documentation by security and emergency concepts necessary and
appropriate



1=
=

§ 11 EnWG: Special legal Requirements

* Priority of special Iefal requirements: Regulations of the BSIG to TOM are
in particular not applicable on operators of energy supply networks or
energy facilities in the sense of the EnWG, if they refer to § 11 EnWG

* No obligation to comply with the state of the art, but compliance of the
concrete measures named in security catalogues :

* |T-security catalogue for operators of energy networks (BNetzA, 08/2015)
* |T-security catalogue for operators of energy facilities (BNetzA, 12/2018)

* Main demand: Establishment of ISMS

* Inter alia definition of security categories, measures, risk assessment, contact person
for information security

* Notification obligation in case of IT-security impairment: For all operators
of energy networks and operators of energy facilities, which are a critical
infrastructures (§ 11 para. 1c EnWG)



the U.S. National Infrastructure Protection Plan
(NIPP, 2013)

* Political-strategic document developed in cooperation between authorities,
critical infrastructure operators, companies, scientific institutions, civil society
actors

* Directly comparable with EU cybersecurity objectives: PPP to achieve a
preventive protection, TOM, community building, information exchange

* Risk analysis similar to EU regulation, pandemics included here as well

* Further sectors beyond EU regulation are defined as critical (or as sub-
categories on EU level legislation):

Chemicals (partly addressed by German IT-SiG 2.0 draft)
Commercial facilities

Critical manufacturing (addressed by German IT-SiG 2.0 draft)
Dams

Defensive industrial base

Government facilities (part of the German political KRITIS strategy)

Comparison of European requirements with ;O
I |




Limitations -

* Small (expected) participation (~10%)

| us
R_sq=0.188
MS §tatu
* No linkage between 2016 and 2018 ot PN S
I W 0797 (0.000) 0T 00)
0.749 (0.000) l 0.763 (0.000) \
tandderarb dderarb standderarb...

s standderarb... wn s

i 414

standderarb.. standderarb..

» Space / Time limitations to present results
» 2016: Estimated time correlates to #employees, but not #supply points
e 2016: Status in ISMS phases correlated to size (SEM)
» 2016: Managers estimated significantly less time

* Many more questions about security measures, ISMS maintenance, etc.
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Summary and Outlook

* Most of the energy providers had not started when they were not
obliged to do so

* Although they expect the ISMS to increase IT security
* Wish: 1-time black box

* Energy providers benefit from the legislator’s requirements

Future Work
* Remaining questions
* Observe how energy providers run the ISMS




Thank you for your attention!

sebastian.pape@m-chair.de kipker@uni-bremen.de

Questions?
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Status of ISMS Implementation Phases

Target Setting and Scoping

ISMS Policy Development

Overview of the existing security architecture
Performing Risk Analyses

Elaboration of Catalogue of Security
Measures

Design of the New Security Architecture
Description of Quality and Risk Manag. Interf.
Development of a Migration Process

Elaboration of the Required Documentation

10.
11.

12.

13.
14.
15.
16.
17.

18.

Structure of the Security Organisation

Implementation of Management
Processes

Formulation of Security Architecture
(Rules)

Measures of Sensitization and Training
Implementation of Security Measures
Final Project Scope Analysis
Preparation for Certification Auditing

Execution of Business and Organisational
Audits

Incident-Management Support



