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IoT Services
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Privacy Policies
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Purpose

 Ranking for Comparison of 
Privacy-Policies

(within same product type)

 Lookup Single Attributes easily for 
a Certain Purpose

 e.g. Scale that does not share 
weight with 3rd party
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Privacy Policy Framework

Different Categories of Questions:

 according to the requirements to 
policies in the GDPR

 16 Parameters

 based on GDPR

 (Up to 4) Questions or other 
Scores (e.g. Flesch Score) used

Normalization / Weighting
 Due to different number of questions 

per parameter
 

 User preferences for comparison 
possible
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Assessment: Parameters 1 to 9
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Assessment: Parameters 10 to 16
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Assessment: Overall Score
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Data Collection

 Processed Policies for 110 Services

 94 Policies
 

 Devices grouped to

 Smart Home

 Smart Health 

 Toys

 Procedure:

 Only Products available in EU with English Policy examined

 Inspected Website, then Terms & Conditions, Searched 
Website, Searched with Google, Looked at Google Playstore, 
Mailed to Support



13

Assessment: Basic Information
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Policy Summary Statistics
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Statistical Results - Histogram

Shapiro Wilk Test

 p-values: 
PPS: 0.1368
TS: 0.3146

→ not normal 
distributed

Privacy Score Transparency Score
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Statistical Results – Word Count

Spearman
Correlation Test

Privacy Score:
ρ ≈ 0.518
p ≈ 9*10-8

Transparency
Score:

ρ ≈ 0.723
p ≈ 2*10-16
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Limitations

 Remember: Deadlines were
before GDPR went in place
 

 Only Privacy Policies considered
No check what devices actually do

 Only Products available in EU with English Policy examined

 Shall we count devices or Privacy Policies for statistics?

 Data collector might get better finding privacy policies

● We could not find a statistically significant learning effect
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Summary and Future Work

IoT-Services-Privacy-Policies Framwork 
 94 Policies Examined
 Designed Along GDPR   .
 Most Policies not “friendly”

Lawyers’ Feedback integrated 
 What needs to be stated

according to GDRP?

Combination with Machine Learning
 Use Data as Training Data

 
 Include the more difficult parameters again

(e.g. corporate merger, user not owner of the device)
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