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Bad Usability
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● a

https://www.mcgill.ca/it/channels/news/security-warning-phishing-malicious-attachments-260633
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Bad Usability II
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https://blogs.perficient.com/2016/04/04/office-365-providing-your-users-visual-cues-about-email-safety/
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Bad Usability IIIa
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Bad Usability IIIb
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Bad Usability IV

7



Dr. Sebastian Pape, Dagstuhl, Biggest Failures in Security

Dark Patterns
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● a

http://captcha.no-robot-validation.com/notification_v4.html
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Tough to Sell Security
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● Hard to measure

● Lemon Market [Akerlof 1970s]

● Low Interest

● Startups face other risks

– ROSI pointless
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Marketing (Covering Failures)
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Marketing (Covering Failures)
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Marketing (Covering Failures)
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Outsourcing Efforts / Consequences
(Malwertising)
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https://www.imperva.com/learn/application-security/malvertising/
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Outsourcing Efforts / Consequences
(IoT / Malwertising)
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https://www.networkworld.com/article/3234749/7-ways-iot-is-reshaping-the-internet.html
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Outsourcing Efforts
(Quality Control)
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https://submit.symantec.com/false_positive/
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Obfuscation Between Security 
and Business Goals 
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https://help.twitter.com/en/information-and-ads
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Obfuscation Between Security 
and Business Goals II
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https://www.zdnet.com/article/mozilla-cloudflare-doesnt-pay-us-for-any-doh-traffic/
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Downward Spiral
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People get used to 
usability impacts of 
security

Companies blame 
security to 
hide/support 
business interests
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Energy Providers
(Germany, 2016)
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Legal Requirements Increased Threat Levels Strong Dependency on IT
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Figure 10: Reasons for Implementing ISMS
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http://www.m-chair.de/
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Energy Providers
(Germany, 2016)
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Improving Information Security

(Re-)Structuring of Relevant Business Processes

Fulfilling Legal RequirementsBetter Representation of IT Processes (Transparency)

Better Extrernal Representation of IT Security Processes 
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Figure 11: Expectations of Implementing ISMS

Average Yes/No


